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Introduction

Digital technologies have brought significant benefits to society, transforming how people connect, com-
municate, and interact. However, these same technologies have also enabled the dissemination and am-
plification of abusive and harmful content, such as hate speech, harassment, and misinformation. Given
the increased volume of content shared online, addressing abuse and harm at scale requires the use of
computational tools. Nevertheless, detecting and moderating online abuse remains a complex task, whi-
ch encompasses technical, social, legal, and ethical challenges. The Workshop on Online Abuse and
Harms (WOAR) is the leading venue dedicated to addressing these challenges through interdisciplinary
research and dialogue.

WOAH invites contributions from a broad range of fields, including natural language processing, ma-
chine learning, computational social science, law, political science, psychology, sociology, and cultural
studies. We explicitly encourage interdisciplinary and cross-sectoral submissions, including both techni-
cal and non-technical work, as well as research focusing on under-resourced languages and marginalized
communities. We also provide space for non-archival submissions and reports from civil society organi-
zations to foster collaboration between academic researchers and practitioners working on the front lines
of these issues.

The 9th edition of WOAH will take place on August 1st, 2025, as part of ACL 2025 in Vienna, Austria.
The special theme for this edition is Harms Beyond Hate Speech. With this theme, we aim to broaden
the conversation around online harms by exploring the complex and often overlooked ways in which
harm is mediated through technology. This includes forms of technologically mediated inauthentic beha-
vior, the role of digital systems in reshaping perceptions and influencing public discourse, and the risks
these dynamics pose in inciting discrimination, hostility, violence, and even atrocities such as genocide.
Additionally, this theme highlights the diversity of affected targets, calling attention to the ethical and
methodological challenges that arise when developing computational interventions for such harms. We
particularly encouraged contributions addressing critical topics such as child sexual abuse material, ra-
dicalization, misinformation, platform policies, security, and the political implications of computational
approaches.

This year’s program features a selection of high-quality papers, presented through poster sessions and
lightning talks, alongside keynote presentations from distinguished researchers and practitioners in the
field. We are also introducing two award categories: Best Paper and Best Theme Paper. In total, we
received 72 archival and 15 non-archival submissions, of which we accepted 38 (53%) and 11 (73%),
respectively. These works will be showcased through poster sessions and lightning talks, facilitating both
in-person and online participation. The program also features keynote talks from Kate Sim (Children’s
Online Safety and Privacy Research), Cordelia Moore (independent trauma counsellor), and Francesco
Barbieri (Meta).

We thank all our participants and reviewers for their work, and our sponsors for their support. We hope
you enjoy this year’s WOAH and the research published in these proceedings. We hope that WOAH 2025
serves as a platform for productive discussions, meaningful collaborations, and continued progress in
addressing online abuse and harms.

Agostina, Christine, Debora, Flor, Zeerak, and Francielle

ii



Sponsors

WOAH is grateful for support from the following sponsors:

Platinium Tier

Google

iii



Organizing Committee

Workshop Organisers

Agostina Calabrese, University of Edinburgh

Christine de Kock, University of Melbourne

Debora Nozza, Bocconi University

Flor Miriam Plaza-del-Arco, LIACS, Leiden University
Zeerak Talat, University of Edinburgh

Francielle Vargas, University of Sdo Paulo

Y



Program Committee

Chairs

Agostina Calabrese, The University of Edinburgh
Christine De Kock, University of Melbourne
Debora Nozza, Bocconi University

Flor Miriam Plaza-del-Arco, Leiden University
Zeerak Talat, University of Edinburgh

Francielle Vargas, University of Sdo Paulo

Program Committee

Gavin Abercrombie, Heriot Watt University

Oluwaseyi Adeyemo, Afe Babalola University

Syed Sarfaraz Akhtar, Apple Inc

Diego Alves, Saarland University

Jisun An, Luddy School of Informatics, Computing, and Engineering, Indiana University Bloo-
mington

Dimosthenis Antypas, Cardiff University

Mario Aragon, Universidade de Santiago de Compostela

Arnav Arora, University of Copenhagen

Shubham Atreja, University of Michigan School of Information
Nikolay Babakov, Centro Singular de Investigacion en Tecnoloxias Intelixentes (CiTIUS), Univer-
sidade de Santiago de Compostela

Baran Barbarestani, Vrije Universiteit Amsterdam

Valerio Basile, University of Turin

Prabh Simran Baweja, Apple Inc.

Gemma Bel-Enguix, Universidad Nacional Auténoma de México
Hagen Blix, New York University

Helena Bonaldi, Fondazione Bruno Kessler

Caroline Brun, Naver Labs Europe

Tommaso Caselli, Rijksuniversiteit Groningen

Camilla Casula, University of Trento / Fondazione Bruno Kessler
Amanda Cercas Curry, Bocconi University

Alessandra Teresa Cignarella, LT3, Ghent University

Ryan Cotterell, ETH Ziirich

Greta Damo, Université Cote d’Azur

Arijit Das, Jadavpur University

Daryna Dementieva, Technical University of Munich

Ali Derakhshan, University of California Irvine

Jan Fillies, Freie Universitit Berlin

Bjorn Gambick Gambick, Norwegian University of Science and Technology
Sara Gemelli, University of Pavia, University of Bergamo

Matteo Guida, The University of Melbourne

Balint Gyevnar, University of Edinburgh

Karina Halevy, Carnegie Mellon University

Eduard Hovy, University of Melbourne

Wenjia Hu, Carnegie Mellon University

Comfort Ilevbare, Afe Babalola University



Farane Jalali Farahani, Institute for Artificial Intelligence, University of Stuttgart
Mohammad Aflah Khan, IIIT Delhi

Sangyeop Kim, Seoul National University

Shaghayegh Kolli, Student

Ioannis Konstas, Heriot-Watt University

Katerina Korre, University of Bologna

Sandra Kiibler, Indiana University

Dong-Ho Lee, University of Southern California

Roy Ka-wei Lee, Singapore University of Technology and Design
Els Lefever, LT3, Ghent University

Chaya Liebeskind, Jerusalem College of Technology , Lev Academic Center
Lucy Lin, Spotify

Ajay Malik, CU-R

Sayan Mandal, AMD

Marta Marchiori Manerba, Universita di Pisa

Ilia Markov, Vrije Universiteit Amsterdam, CLTL

Diana Maynard, University of Sheffield

Helena Mihaljevic, Hochschule fiir Technik und Wirtschaft Berlin
Emanuele Moscato, Bocconi University

Arianna Muti, Bocconi University

Nazia Nafis, The University of Sheffield

Isar Nejadgholi, National Research Council Canada

Hellina Hailu Nigatu, UC Berkeley

Ayushi Nirmal, Arizona State University

Ali Omrani, University of Southern California

Matthias Orlikowski, Bielefeld University

Pia Pachinger, TU Wien

Lucia Passaro, University of Pisa

Viviana Patti, University of Turin, Dipartimento di Informatica
Siddhesh Pawar, Google

Nicola Penzo, University of Trento, Fondazione Bruno Kessler
Anna Maria Planitzer, Political Communication Research Group, Department of Communication,
University of Vienna

Nirmalendu Prakash, SUTD

Michal Ptaszynski, Kitami Institute of Technology

Jessica Quaye, Harvard University

Georg Rehm, DFKI

Bjorn Ross, University of Edinburgh

Hamidreza Saffari, Politecnico di Milano

Miriam Schirmer, Northwestern University

Michael Sejr Schlichtkrull, University of Cambridge

Indira Sen, RWTH Aachen

Mattia Setzu, University of Pisa

Mohammadamin Shaifiei, University of Milan

Akshay Singh, Indian Institute of Technology Roorkee

Jeffrey Sorensen, Google Jigsaw

Steffen Staab, University of Stuttgart and University of Southampton
Vivian Stamou, Archimedes Al

Elisabeth Steffen, HTW Berlin

Paul Thompson, National Centre for Text Mining, School of Computer Science, University of
Manchester

vi



Zuoyu Tian, Indiana University

Manuel Tonneau, University of Oxford, World Bank
Dimitrios Tsarapatsanis, University of York

Aatman Vaidya, Tattle Civic Tech

Avijit Vajpayee, Amazon

Juan Vasquez, Department of Computer Science, University of Colorado Boulder
Charles Welch, McMaster University

Guanqun Yang, Stevens Institute of Technology
Zachary Yang, McGill | Mila | Ubisoft

Jason Zhang, Student Researcher

Yi Zheng, University of Edinburgh

vii



Table of Contents

A Comprehensive Taxonomy of Bias Mitigation Methods for Hate Speech Detection
Jan Fillies, Marius Wawerek and Adrian Paschke .......... .. ... ... o i it 1

Sensitive Content Classification in Social Media: A Holistic Resource and Evaluation
Dimosthenis Antypas, Indira Sen, Carla Perez Almendros, Jose Camacho-Collados and Francesco
Barbierl . ... 17

From civility to parity: Marxist-feminist ethics for context-aware algorithmic content moderation
Dayel OR ..o e 32

A Novel Dataset for Classifying German Hate Speech Comments with Criminal Relevance
Vincent Kums, Florian Meyer, Luisa Pivit, Uliana Vedenina, Jonas Wortmann, Melanie Siegel
and Dirk Labudde . . .. ... 41

Learning from Disagreement: Entropy-Guided Few-Shot Selection for Toxic Language Detection
Tommaso Caselli and Flor Miriam Plaza-del-Arco............. ... ... o i i, 53

Debiasing Static Embeddings for Hate Speech Detection
Ling Sun, Soyoung Kim, Xiao Dong and Sandra Kiibler.................. ... ... ... ... 67

Web(er) of Hate: A Survey on How Hate Speech Is Typed
Luna Wang, Andrew Caines and Alice Hutchings............. .. ... . i i, 77

Think Like a Person Before Responding: A Multi-Faceted Evaluation of Persona-Guided LLMs for
Countering Hate Speech.

Mikel Ngueajio, Flor Miriam Plaza-del-Arco, Yi-Ling Chung, Danda Rawat and Amanda Cercas
ULy et e e e e e e e e e 104

HODIAT: A Dataset for Detecting Homotransphobic Hate Speech in Italian with Aggressiveness and
Target Annotation

Greta Damo, Alessandra Teresa Cignarella, Tommaso Caselli, Viviana Patti and Debora Nozza
124

Beyond the Binary: Analysing Transphobic Hate and Harassment Online
Anna Talas and Alice Hutchings . . ...... ..o i e 136

Evading Toxicity Detection with ASCII-art: A Benchmark of Spatial Attacks on Moderation Systems
Sergey Berezin, Reza Farahbakhsh and Noel Crespi. ..., 153

Debunking with Dialogue? Exploring AI-Generated Counterspeech to Challenge Conspiracy Theories
Mareike Lisker, Christina Gottschalk and Helena Mihaljevi¢ ............................. 163

MisinfoTeleGraph: Network-driven Misinformation Detection for German Telegram Messages
Lu Kalkbrenner, Veronika Solopova, Steffen Zeiler, Robert Nickel and Dorothea Kolossa ... 179

Catching Stray Balls: Football, fandom, and the impact on digital discourse
Mark Hill . .. e 192

Exploring Hate Speech Detection Models for Lithuanian Language
Justina Mandravickaité, Eglé Rimkiené, Mindaugas Petkevicius, Milita Songailaité, Eimantas
Zaranka and Tomas KrilaviCius . . ...t e 206

RAG and Recall: Multilingual Hate Speech Detection with Semantic Memory
Khouloud Mnassri, Reza Farahbakhsh and Noel Crespi ...........ccovviiiiiiiiiiii.... 219

viii



Implicit Hate Target Span Detection in Zero- and Few-Shot Settings with Selective Sub-Billion Parame-
ter Models
Hossam Boudraa, Benoit Favre and Raquel Urena ........................oiiiiieiiann. 228

Hate Speech in Times of Crises: a Cross-Disciplinary Analysis of Online Xenophobia in Greece
Maria Pontiki, Vasiliki Georgiadou, Lamprini Rori and Maria Gavriilidou ................. 241

Hostility Detection in UK Politics: A Dataset on Online Abuse Targeting MPs
Mugdha Pandya, Mali Jin, Kalina Bontcheva and Diana Maynard ......................... 254

Detoxify-IT: An Italian Parallel Dataset for Text Detoxification
Viola De Ruvo, Arianna Muti, Daryna Dementieva and Debora Nozza..................... 267

Pathways to Radicalisation: On Research for Online Radicalisation in Natural Language Processing
and Machine Learning
Zeerak Talat, Michael Sejr Schlichtkrull, Pranava Madhyastha and Christine De Kock. . ..... 276

Social Hatred: Efficient Multimodal Detection of Hatemongers
Tom Marzea, Abraham Israeliand Oren Tsur............ .o, 284

Blue-haired, misandriche, rabiata: Tracing the Connotation of "Feminist(s)’ Across Time, Languages
and Domains
Arianna Muti, Sara Gemelli, Emanuele Moscato, Emilie Francis, Amanda Cercas Curry, Flor

Miriam Plaza-del-Arco and Debora Nozza . ........ ..o i 299
Towards Fairness Assessment of Dutch Hate Speech Detection

Julie Bauer, Rishabh Kaushal, Thales Bertaglia and Adriana lamnitchi .................... 312
Between Hetero-Fatalism and Dark Femininity: Discussions of Relationships, Sex, and Men in the
Femosphere

Emilie Francis . ... ..o e 325

Can LLMs Rank the Harmfulness of Smaller LLMs? We are Not There Yet
Berk Atil, Vipul Gupta, Sarkar Snigdha Sarathi Das and Rebecca Passonneau .............. 342

Are You Trying to Convince Me or Are You Trying to Deceive Me? Using Argumentation Types to
Identify Deceptive News
Ricardo Muifioz Sanchez, Emilie Francis and Anna Lindahl................ ... ... .. ... 355

QGuard:Question-based Zero-shot Guard for Multi-modal LLM Safety
Taegyeong Lee, Jeonghwa Yoo, Hyoungseo Cho, Soo Yong Kim and Yunho Maeng ........ 373

Who leads? Who follows? Temporal dynamics of political dogwhistles in Swedish online communities
Max Boholm, Gregor Rettenegger, Ellen Breitholtz, Robin Cooper, Elina Lindgren, Bjorn Ronnerstrand
and Asad Sayeed . . ...t e 383

Detecting Child Objectification on Social Media: Challenges in Language Modeling
Miriam Schirmer, Angelina Voggenreiter, Juergen Pfeffer and Agnes Horvat............... 396

Can Prompting LLMs Unlock Hate Speech Detection across Languages? A Zero-shot and Few-shot
Study
Faeze Ghorbanpour, Daryna Dementieva and Alexandar Fraser........................... 413

Multilingual Analysis of Narrative Properties in Conspiracist vs Mainstream Telegram Channels
Katarina Laken, Matteo Melis, Sara Tonelli and Marcos Garcia.............cooivienn... 426

iX



Hate Explained: Evaluating NER-Enriched Text in Human and Machine Moderation of Hate Speech
Andres Carvallo, Marcelo Mendoza, Miguel Fernandez, Maximiliano Ojeda, Lilly Guevara, Die-
go Varela, Martin Borquez, Nicolas Buzeta and Felipe Ayala .................................. 442

Personas with Attitudes: Controlling LLMs for Diverse Data Annotation
Leon Frohling, Gianluca Demartini and Dennis Assenmacher ............................ 452

Graph of Attacks with Pruning: Optimizing Stealthy Jailbreak Prompt. Generation for Enhanced LLM
Content Moderation

Daniel Schwarz, Dmitriy Bespalov, Zhe Wang, Ninad Kulkarni and Yanjun Qi ............. 466
A Modular Taxonomy for Hate Speech Definitions and Its Impact on Zero-Shot LLM Classification
Performance

Matteo Melis, Gabriella Lapesa and Dennis Assenmacher.....................oooviua... 474

Red-Teaming for Uncovering Societal Bias in Large Language Models
Chu Fei Luo, Ahmad Ghawanmeh, Kashyap Coimbatore Murali, Bhimshetty Bharat Kumar, Murli
Jadhav, Xiaodan Zhu and Faiza Khan Khattak.......... ... ... ... .. . . .. 506

Using LLMs and Preference Optimization for Agreement-Aware HateWiC Classification
Sebastian Loftus, Adrian Miilthaler, Sanne Hoeken, Sina Zarrie} and Ozge Alacam......... 522



Program

Friday, August 1, 2025

09:00 - 09:20 Opening Remarks

09:20 - 10:00 Invited Talk 1 - Cordelia Moore

10:00 - 10:30 Best paper & Best theme paper
From civility to parity: Marxist-feminist ethics for context-aware algorithmic con-
tent moderation
Dayei Oh
Catching Stray Balls: Football, fandom, and the impact on digital discourse
Mark Hill

10:30 - 10:50 Mini Break

10:50 - 11:30 Invited Talk 2 - Francesco Barbieri

11:30 - 12:10 Invited Talk 3 - Kate Sim

12:10 - 13:40 Lunch Break

13:40 - 15:10 In-Person Poster Session

A Comprehensive Taxonomy of Bias Mitigation Methods for Hate Speech Detec-
tion
Jan Fillies, Marius Wawerek and Adrian Paschke

Sensitive Content Classification in Social Media: A Holistic Resource and Eval-
uation

Dimosthenis Antypas, Indira Sen, Carla Perez Almendros, Jose Camacho-
Collados and Francesco Barbieri

A Novel Dataset for Classifying German Hate Speech Comments with Criminal
Relevance

Vincent Kums, Florian Meyer, Luisa Pivit, Uliana Vedenina, Jonas Wortmann,
Melanie Siegel and Dirk Labudde

Learning from Disagreement: Entropy-Guided Few-Shot Selection for Toxic Lan-

guage Detection
Tommaso Caselli and Flor Miriam Plaza-del-Arco

X1



Friday, August 1, 2025 (continued)

Online Misogyny Against Female Candidates in the 2022 Brazilian Elections: A
Threat to Women’s Political Representation?
Luise Koch, Raji Ghawi, Jiirgen Pfeffer and Janina Steinert

Technology-Facilitated Violence and Political Participation: Evidence from a
Mixed-Methods Study in Brazil

Luise Koch, Macarena Sfeir Sfeir, Thayna Yaredy, Angelina Voggenreiter and
Janina Steinert

Web(er) of Hate: A Survey on How Hate Speech Is Typed
Luna Wang, Andrew Caines and Alice Hutchings

Think Like a Person Before Responding: A Multi-Faceted Evaluation of Persona-
Guided LLMs for Countering Hate Speech.

Mikel Ngueajio, Flor Miriam Plaza-del-Arco, Yi-Ling Chung, Danda Rawat and
Amanda Cercas Curry

HODIAT: A Dataset for Detecting Homotransphobic Hate Speech in Italian with
Aggressiveness and Target Annotation

Greta Damo, Alessandra Teresa Cignarella, Tommaso Caselli, Viviana Patti and
Debora Nozza

Beyond the Binary: Analysing Transphobic Hate and Harassment Online
Anna Talas and Alice Hutchings

Evading Toxicity Detection with ASCII-art: A Benchmark of Spatial Attacks on
Moderation Systems
Sergey Berezin, Reza Farahbakhsh and Noel Crespi

Beyond Generic Responses: Target-Aware Strategies for Countering Hate Speech
Yen-Yu Chang, Daryna Dementieva and Alexander Fraser

Debunking with Dialogue? Exploring AI-Generated Counterspeech to Challenge
Conspiracy Theories
Mareike Lisker, Christina Gottschalk and Helena Mihaljevic¢

MisinfoTeleGraph: Network-driven Misinformation Detection for German Tele-
gram Messages

Lu Kalkbrenner, Veronika Solopova, Steffen Zeiler, Robert Nickel and Dorothea
Kolossa

Exploring Hate Speech Detection Models for Lithuanian Language

Justina Mandravickaité, Eglé Rimkiené, Mindaugas Petkevicius, Milita Songai-
laité, Eimantas Zaranka and Tomas Krilavic¢ius

Xii



Friday, August 1, 2025 (continued)

Civil Society in the Loop: Feedback-Driven Adaptation of (L)LM-Assisted Clas-
sification in an Open-Source Telegram Monitoring Tool

Milena Pustet, Elisabeth Steffen, Helena Mihaljevic, Grischa Stanjek and Yannis
[llies

RAG and Recall: Multilingual Hate Speech Detection with Semantic Memory
Khouloud Mnassri, Reza Farahbakhsh and Noel Crespi

Implicit Hate Target Span Detection in Zero- and Few-Shot Settings with Selective
Sub-Billion Parameter Models
Hossam Boudraa, Benoit Favre and Raquel Urena

Detoxify-IT: An Italian Parallel Dataset for Text Detoxification
Viola De Ruvo, Arianna Muti, Daryna Dementieva and Debora Nozza

Pathways to Radicalisation: On Research for Online Radicalisation in Natural
Language Processing and Machine Learning

Zeerak Talat, Michael Sejr Schlichtkrull, Pranava Madhyastha and Christine De
Kock

Social Hatred: Efficient Multimodal Detection of Hatemongers
Tom Marzea, Abraham Israeli and Oren Tsur

Blue-haired, misandriche, rabiata: Tracing the Connotation of 'Feminist(s)’
Across Time, Languages and Domains

Arianna Muti, Sara Gemelli, Emanuele Moscato, Emilie Francis, Amanda Cercas
Curry, Flor Miriam Plaza-del-Arco and Debora Nozza

Towards Fairness Assessment of Dutch Hate Speech Detection
Julie Bauer, Rishabh Kaushal, Thales Bertaglia and Adriana Iamnitchi

Between Hetero-Fatalism and Dark Femininity: Discussions of Relationships,
Sex, and Men in the Femosphere
Emilie Francis

Can LLMs Rank the Harmfulness of Smaller LLMs? We are Not There Yet
Berk Atil, Vipul Gupta, Sarkar Snigdha Sarathi Das and Rebecca Passonneau

Are You Trying to Convince Me or Are You Trying to Deceive Me? Using Argu-

mentation Types to Identify Deceptive News
Ricardo Mufioz Sanchez, Emilie Francis and Anna Lindahl

xiii



Friday, August 1, 2025 (continued)

(Civil Society Reports) - Monitoring Hate Speech in Indonesia: An NLP-based
Classification of Social Media Texts

Musa Wijanarko, Lucky Susanto, Prasetia Pratama, Derry Tanti Wijaya and Ika
Idris

Who leads? Who follows? Temporal dynamics of political dogwhistles in Swedish
online communities

Max Boholm, Gregor Rettenegger, Ellen Breitholtz, Robin Cooper, Elina Lind-
gren, Bjorn Ronnerstrand and Asad Sayeed

(Non-Archival Submission) A Multi-Labeled Dataset for Indonesian Discourse:
Examining Toxicity, Polarization, and Demographics Information

Lucky Susanto, Musa Wijanarko, Prasetia Pratama, Zilu Tang, Fariz Akyas, Traci
Hong, Ika Idris, Alham Fikri Aji and Derry Tanti Wijaya

Detecting Child Objectification on Social Media: Challenges in Language Mo-
deling
Miriam Schirmer, Angelina Voggenreiter, Juergen Pfeffer and Agnes Horvat

Can Prompting LLMs Unlock Hate Speech Detection across Languages? A Zero-
shot and Few-shot Study
Faeze Ghorbanpour, Daryna Dementieva and Alexandar Fraser

Alignment by Disagreement? Toward Investigating LLMs’ Adaptation to Personal
and Sociodemographic Variability in the Perception of Toxicity

Pia Pachinger, Anna Maria Planitzer, Julia Neidhardt, Allan Hanbury and Sophie
Lecheler

Multilingual Analysis of Narrative Properties in Conspiracist vs Mainstream Te-
legram Channels
Katarina Laken, Matteo Melis, Sara Tonelli and Marcos Garcia

Hate Explained: Evaluating NER-Enriched Text in Human and Machine Mode-
ration of Hate Speech

Andres Carvallo, Marcelo Mendoza, Miguel Fernandez, Maximiliano Ojeda, Lil-
ly Guevara, Diego Varela, Martin Borquez, Nicolas Buzeta and Felipe Ayala

Personas with Attitudes: Controlling LLMs for Diverse Data Annotation
Leon Frohling, Gianluca Demartini and Dennis Assenmacher

Graph of Attacks with Pruning: Optimizing Stealthy Jailbreak Prompt. Genera-
tion for Enhanced LLM Content Moderation
Daniel Schwarz, Dmitriy Bespalov, Zhe Wang, Ninad Kulkarni and Yanjun Qi

A Modular Taxonomy for Hate Speech Definitions and Its Impact on Zero-Shot

LLM Classification Performance
Matteo Melis, Gabriella Lapesa and Dennis Assenmacher

X1V



Friday, August 1, 2025 (continued)

15:10 - 15:40
15:40 - 16:00
16:00 - 17:00

Using LLMs and Preference Optimization for Agreement-Aware HateWiC Clas-
sification

Sebastian Loftus, Adrian Miilthaler, Sanne Hoeken, Sina Zarrie} and Ozge Ala-
cam

When Claims Evolve: Evaluating and Enhancing the Robustness of Embedding
Models Against Misinformation Edits

Jabez Magomere, Emanuele La Malfa, Manuel Tonneau, Ashkan Kazemi and
Scott A. Hale

Hatevolution: What Static Benchmarks Don’t Tell Us
Chiara Di Bonaventura, Barbara McGillivray, Yulan He and Albert Meroio-
Peniuela

Lightning Talks for Remote Attendants

Debiasing Static Embeddings for Hate Speech Detection
Ling Sun, Soyoung Kim, Xiao Dong and Sandra Kiibler

Hate Speech in Times of Crises: a Cross-Disciplinary Analysis of Online Xeno-
phobia in Greece
Maria Pontiki, Vasiliki Georgiadou, Lamprini Rori and Maria Gavriilidou

Hostility Detection in UK Politics: A Dataset on Online Abuse Targeting MPs
Mugdha Pandya, Mali Jin, Kalina Bontcheva and Diana Maynard

QGuard:Question-based Zero-shot Guard for Multi-modal LLM Safety
Taegyeong Lee, Jeonghwa Yoo, Hyoungseo Cho, Soo Yong Kim and Yunho
Maeng

Anti-Phishing Layered Prompting (ALP): A Structured Few-Shot Approach to En-
hance Webpage Phishing Detection

Atharva Bhargude, Ishan Gonehal, Chandler Haney, Dave Yoon, Kaustubh Vinn
and Kevin Zhu

Red-Teaming for Uncovering Societal Bias in Large Language Models

Chu Fei Luo, Ahmad Ghawanmeh, Kashyap Coimbatore Murali, Bhimshetty
Bharat Kumar, Murli Jadhav, Xiaodan Zhu and Faiza Khan Khattak

Coffee Break

Panel Discussion

XV



Friday, August 1, 2025 (continued)

17:00 - 17:10 Closing Remarks

XVi



A Comprehensive Taxonomy of Bias Mitigation Methods for
Hate Speech Detection

Jan Fillies
Freie Universitit Berlin
Berlin, Germany
InfAl
Leipzig, Germany
fillies@infai.org

Abstract

Algorithmic hate speech detection is widely
used today. However, biases within these sys-
tems can lead to discrimination. This research
presents an overview of bias mitigation strate-
gies in the field of hate speech detection. The
identified principles are grouped into four cate-
gories, based on their operation principles. A
novel taxonomy of bias mitigation methods is
proposed. The mitigation strategies are char-
acterized based on their key concepts and an-
alyzed in terms of their application stage and
their need for knowledge of protected attributes.
Additionally, the paper discusses potential com-
binations of these strategies. This research
shifts the focus from identifying present biases
to examining the similarities and differences
between mitigation strategies, thereby facilitat-
ing the exchange, stacking, and ensembling of
these strategies in future research.

1 Introduction

Hate speech classification plays a crucial role in
moderating online discourse, yet existing machine
learning (ML) models often exhibit significant bias.
These biases can lead to performance degrada-
tion (Okpala et al., 2022; Ramponi and Tonelli,
2022), discrimination (Xia et al., 2020; Feldman
and Peake, 2021), erosion of trust in automated
systems (Geleta, 2023; Qureshi et al., 2023), and
even violations of laws and regulations (Wachter
et al., 2021; Kennedy et al., 2018). Despite the
advancements of hate speech detection methods
(Caselli et al., 2021), their uncritical application
can further exacerbate harm (Dixon et al., 2018;
Arango et al., 2019). Addressing these challenges
requires effective bias mitigation strategies.
Current research (e.g. (Garg et al., 2022)) typi-
cally classifies mitigation techniques based on spe-
cific bias types, making it difficult to identify meth-
ods that address multiple biases simultaneously.
Additionally, most studies treat bias mitigation as a

Marius Wawerek
Freie Universitit Berlin
Berlin, Germany

1

Adrian Paschke
Freie Universitit Berlin
Berlin, Germany
InfAI
Leipzig, Germany
Fraunhofer FOKUS
Berlin, Germany

single-step process (Garg et al., 2022), without con-
sidering the complexities involved in combining
multiple strategies within an ML pipeline. These
limitations complicate the selection and application
of effective bias mitigation techniques.

This study introduces a novel perspective by
shifting the focus from bias types to mitigation
strategies. Instead of asking which methods can
mitigate a given bias, the central question is: Which
types of bias can a specific method mitigate? This
research systematically evaluates mitigation strate-
gies to assess their effectiveness against multiple
bias types. This perspective is particularly relevant
for ML practitioners who encounter multiple biases
within a single pipeline and need holistic solutions.
By mapping these techniques to different stages
of an ML pipeline, this research provides a more
actionable and systematic approach.

This study conducts a structured literature review
to systematically analyze existing bias mitigation
strategies in hate speech classification. The analy-
sis identifies key characteristics of these strategies.

The key contributions are:

* Reframing bias mitigation by organizing
strategies based on the biases they can ad-
dress.

* Providing a structured taxonomy of mitigation
strategies, categorized by principle of opera-
tion, requirements of protected attributes, ML
pipeline stage, and targeted biases.

* Laying the foundation for analyzing compati-
bility, by identifying challenges in combining
multiple mitigation techniques.

Through adopting a method-centered approach
and systematically structuring bias mitigation
strategies, this research facilitates more effective
and informed bias mitigation in hate speech classi-
fication.
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2 Related Literature

Sources of Bias: There are different existing frame-
works, some with a more technical approach (van
der Wal et al., 2022) and some starting from a more
philosophical point of view (Baumann et al., 2023).
To bridge the two approaches, this research applies
the work of Suresh and Guttag (2021). Their model
depicts the entire machine learning life-cycle and
divides it into six-steps and a theoretical framework
involving data transformations. This process model
covers stages from data generation to the final
decision-making process supported by the model’s
classification, divided into two main sections: ‘data
generation’ and ‘model building and implementa-
tion’. Within these stages, five ‘sources of harm’
are identified, which correspond to three sources
of bias (See Appendix A). Garg et al. (2022) ex-
pand upon these ‘sources of bias’ by introducing
the concept of ‘targets of harm,” identifying seven
types of bias in total—three based on the sources of
bias and four on the targets. Mehrabi et al. (2022)
offer a comprehensive survey on bias and fairness
in machine learning, also building on the founda-
tions laid by Suresh and Guttag (2021). However,
they also incorporate an additional framework by
Olteanu et al. (2019), which emphasizes social and
ethical considerations. Mehrabi et al. (2022) cate-
gorize bias into three groups: ‘Data to Algorithm,’
‘Algorithm to User, and ‘User to Data,” which they
use to define more specific types of bias, presenting
a total of 19 distinct bias descriptions.

Taxonomy of Bias Mitigation: Garg et al.
(2022) offer an overview of various mitigation
strategies tailored to each of the bias types they
define. They identify general approaches for mit-
igating specific types of bias and present individ-
ual algorithms that fit within these broader strate-
gies. While their work compiles a comprehensive
range of methodologies, it does not include a tax-
onomy of these methods due to its focus on bias
types. Kamiran and Calders (2012) provide a gen-
eral overview of bias mitigation methods specifi-
cally applied before model training (preprocessing).
Their aim is to reduce the model’s reliance on pro-
tected attributes by transforming the underlying
dataset according to the principles of the prepro-
cessing method used. Further research has sur-
veyed and compared various fairness-aware classi-
fication algorithms. Mehrabi et al. (2022) review
definitions of fairness and fair machine learning
methods across a wide range of applications and

problem settings. They list algorithms previously
used in specific fairness-aware learning scenarios,
noting that these approaches can be categorized by
their application stage into ‘pre-processing, ‘in-
processing,’ or ‘post-processing,” but they do not
provide a formal taxonomy. In contrast, Jones et al.
(2020) compare 28 different model pipelines across
seven datasets, evaluating them based on both per-
formance and fairness metrics.

Combining Mitigation Methods: Park et al.
(2018) examine the impact of three bias mitiga-
tion methods on models that exhibit disparities in
handling different gender identity terms. Their
selection of mitigation algorithms allows them to
assess both the individual effectiveness of each
method and the combined effects when using mul-
tiple methods together. They discover that the most
significant improvements in fairness metrics occur
when all three mitigation methods are combined.
Similarly, Feldman and Peake (2021) propose an
‘end-to-end’ mitigation framework that integrates
three bias mitigation algorithms, each targeting a
different stage of the learning pipeline. This ‘fusion
model’ demonstrates strong performance across all
test metrics, generally outperforming models that
rely on a single debiasing method.

Research contribution: Previous research is fo-
cused on two tasks. Firstly, examining individual
types of bias. Secondly, which methods have been
applied to address bias in the hate speech detec-
tion domain. These approaches limit the ability to
generalize findings across different types of bias.
This research diverges from previous work by fo-
cusing on the bias mitigation methods themselves.
It provides a comprehensive overview of the ex-
isting methods and strategies for mitigating bias.
This research address the gaps in current research
by creating a taxonomy of bias mitigation methods
and further categorizing them based on underlying
concepts. This framework will support the devel-
opment of more effective individual methods or
even a combination of methods to combat one or
multiple types of bias.

3 Methodology

Through a structured literature research, key bias
mitigation concepts were identified as foundation
for the taxonomy and further research. This ap-
proach is similar to the works of Yin and Zubiaga
(2021) and Garg et al. (2022). First, a set of general
keywords related to the domain of hate speech and



toxic speech is collected (‘task names’). Given the
absence of a consistent, operationalized standard
and the scientific broadness and ambiguity of exist-
ing definitions, previous research may have been
categorized differently depending on the author’s
understanding. Thus a single all-encompassing def-
inition would have limited the scope of the study
and excluded relevant literature. Next, a set of
keywords related to the specific topic of investi-
gation is defined. For this study these keywords
were synonyms for ‘bias mitigation’ (‘mitigation
names’). These two sets were then combined into
several queries, with the goal of identifying exist-
ing studies of mitigation methods for the problem
of hate speech detection. Afterwards a second wave
of queries was created. Here the names of possi-
ble mitigation strategies (‘mitigation strategies’)
were combined with the ‘task names’ to consider
research that did not explicitly aim for bias mitiga-
tion. These ‘mitigation strategies’ keywords were
sourced from existing literature, with the goal to
extend the literature collection and review current
developments in the area. All prepared queries
were then handed to Google Scholar as the primary
search engine to discover relevant research. An
overview of the utilized keywords can be found in
Appendix B.

The literature research for bias mitigation stud-
ies ended in October 2023, but individual searches
for specific methods continued until February 2024.
Starting from these sources, citations, and cross-
references were utilized to extend the collection of
literature. The publications were evaluated accord-
ing to the journal they were published in, the year
of publication, the amount of citations and the rele-
vance of the abstract, introduction and conclusion.
If the research passed these initial hurdles, further
investigation was undertaken. After this process 83
publications were utilized in this research. The ex-
tracted mitigation strategies were combined into a
taxonomy of bias mitigation. Additionally both the
framework by Suresh and Guttag (2021) and the
extracted bias mitigation principles are combined
in the work.

4 Framework of Bias

To position the mitigation strategies an explicit,
shared understanding of bias needs to be defined.
Suresh and Guttag (2021) define seven poten-
tial sources of harm. Theoretically, each source is
aligned with a distinct kind of bias. However, in

practice these types may not necessarily be mutu-
ally exclusive. The bias types proposed by Suresh
and Guttag (2021) are: 1. Historical Bias, 2. Rep-
resentation Bias, 3. Measurement Bias, 4. Aggre-
gation Bias, 5. Learning Bias, 6. Evaluation Bias
and 7. Deployment Bias. A brief introduction to
each bias type can be found in Appendix C. The
relation between bias types and the theoretical rep-
resentation of the machine learning life cycle (Data
Collection, Data Preparation, Model Development,
Model Evaluation, Model Postprocessing, Model
Deployment) can be seen in Appendix A Figure 2.

S Strategies Principles of Bias Mitigation

To organize the bias mitigation strategies based on
the bias they address, this Section outlines all differ-
ent types of identified bias mitigation approaches.
It differentiates them from each other, based on
their conceptual approach, and delineates if the
model is model-agnostic (independent of the under-
lying machine learning model).

A complete overview of all identified mitiga-
tion methods, along with examples from applied
research, is provided in Appendix D.

5.1 Model Dependent Methods

Prediction Manipulation Prediction manipulation
focuses on adjusting the class labels assigned by a
model to reduce bias. Instead of directly outputting
labels, a classifier typically assigns a probability
vector to each sample. Instead of choosing the label
with the highest associated probability, different se-
lection algorithms can be used (Pleiss et al., 2017).
Depending on the chosen approach, both individual
and group fairness can be improved.

Change in Model Optimization Training an
ML model is an optimization process guided by a
loss function, such as cross-entropy, which penal-
izes incorrect predictions based on their confidence
level. This assumes equal costs for false positives
and negatives, which may not suited for all appli-
cations. In general, different loss functions and
optimizations approaches within the model can be
utilized for mitigating biases.

To address fairness, regularization terms can be
added to the loss function. Agarwal et al. (2018)
integrate fairness constraints, while Ravfogel et al.
(2020) reduce bias by targeting word embeddings.
Attention mechanisms can also be adjusted to en-
sure fairer treatment, as shown by Gaci et al. (2022)
and Attanasio et al. (2022). These methods enhance



fairness but require re-training when adjustments
are made.

Adpversarial Debiasing Adversarial Debiasing
is a technique used to reduce bias in machine learn-
ing models by altering the training process. It
combines two tasks: classifying text as toxic or
non-toxic and using an adversarial model to predict
protected attributes. The goal is to train the model
to accurately classify hate speech while prevent-
ing it from identifying protected attributes, thereby
minimizing bias (Xia et al., 2020; Han et al., 2021).

This method requires data with feature vectors,
hate speech labels, and protected attribute labels.
The model architecture typically includes a shared
encoder, an adversarial model, and a classifier. Dur-
ing training, the information collected by observing
the adversarial model can be applied to disrupt any
bias the classifier might learn (Xia et al., 2020; Han
et al., 2021; Zhang et al., 2018). Despite being
resource-intensive, adversarial debiasing is flexi-
ble, making it an effective tool for bias mitigation
in machine learning models.

Ensemble Models Ensemble Models, or mul-
tiple classifier systems (MCS) (Roli et al., 2001),
combine predictions from multiple classifiers to im-
prove accuracy and reduce errors. Typically, they
use the majority-vote rule, where the most common
label is chosen (Kamiran et al., 2018).

Ensemble models boost robustness and fairness
by leveraging various model architectures and ag-
gregation methods. Despite their higher resource
demands, their flexibility in incorporating different
models and strategies makes them effective for bias
mitigation and performance improvement (Kami-
ran et al., 2018; Nascimento et al., 2022).

Explainable AI (XAI) Understanding how ma-
chine learning models make decisions is seen as the
first step in the mitigation process, therefore XAl
is considered a part of the mitigation strategies and
included in this research. XAI methods provide
insights into decision-making processes, helping
in model evaluation, regulatory compliance, and
development of mitigation strategies, though they
may require additional computational resources
(Kuhl et al., 2023; Qureshi et al., 2023).

Attention mechanisms, such as those in mod-
els like GPT (Radford et al., 2019), offer insights
into decision processes by highlighting which parts
of the input are most influential (Lindsay, 2020).
Mathew et al. (2021) introduce HateXplain, a
dataset with human-annotated rationales for hate
speech detection, allowing evaluation of model at-

tention against human reasoning. Qureshi et al.
(2023) use feature importance methods to suggest
non-offensive alternatives.

5.2 Model Agnostic Methods

Word Manipulation A word significantly corre-
lated with a class label is defined as a ‘bias sensitive
word’ (BSW) (Badjatiya et al., 2019). A classifier
can learn unintended relations between the toxicity
label and benign words (Dixon et al., 2018). These
relations can be effectively combated by different
word manipulation strategies. Approaches range
from masking via tokens or k-nearest neighbors to
placing Named-entity tags (Badjatiya et al., 2019;
Ramponi and Tonelli, 2022). Allowing them to mit-
igate bias in an early step of the machine learning
pipeline.

Counterfactuals In contrast to word manipula-
tion, counterfactuals introduce new samples. By
either using template structures to insert BSW
into new (un-)problematic situations (Dixon et al.,
2018) or switching terms against their counterparts
(Zhao et al., 2018). One advantage is the ability
to create samples of protected groups that may be
underrepresented otherwise. However, counterfac-
tuals can also impact the semantics of a sample.
If a token is replaced without considering the con-
text, non-realistic samples can be generated. These
can be problematic as they may introduce new
sources of bias, counteracting the intended goal.
Although modern approaches such as the ‘Social
Group Counterfactuals’ developed by Davani et al.
(2020) can alleviate this issue.

Synthetic Data Generator models can be used
to create new artificial samples that contain both
toxic and benign statements about a wide range of
protected groups (Yang et al., 2020; Ng et al., 2020;
Fanton et al., 2021). Different approaches range
from human-in-the-loop to GPT-based Generative
Adversary Networks (GAN). The key differenti-
ation from Counterfactuals is that synthetic data
can be acquired without relying on, or sampling
from, the real data distribution. Therefore, it can
also include unseen phenomena not present in the
original dataset.

Sampling Based Sampling-based approaches
(under- and over-sampling) are used to reduce class
imbalance (Elrahman and Abraham, 2014). For
the problem of hate speech detection, a possible
usage might be equalizing the amount of toxic and
non-toxic data samples by either removing or du-
plicating data points. Different ways of selecting



these samples exist. One possibility are clustering
algorithms (Yong, 2012)). Often this class balanc-
ing is extended to the distribution of other labels
e.g., protected attributes.

Sample Reweighing Reweighing algorithms are
used to balance a dataset with regard to a given
metric or grouping. Their underlying principle
is similar to Sampling-based approaches. Sam-
ple Reweighing is based on the idea of converg-
ing the observed probability in the data set with
the expected probability distribution at applica-
tion time. However unlike sampling approaches,
reweighing does not need to explicitly duplicate
or remove any samples from the dataset. Instead,
each sample is concatenated with an assigned
weight. This weight determines the strength at
which (mis-)classifications for this sample are fac-
tored into the loss function (penalty) of the clas-
sifier. For example Zhao et al. (2023) propose
an adversarial reweighting method guided by the
Wasserstein distance.

Annotation Manipulation Hate speech detec-
tion often relies on supervised learning, where
datasets include feature vectors and annotated class
labels. The annotation process can introduce bi-
ases, but various strategies exist to mitigate them.
One approach, proposed by Li et al. (2023), is
Decoupled Confident Learning (DeCoLe), which
prunes samples with potentially inaccurate labels.
Another method involves relabeling, also known as
“massaging”’, which corrects erroneous labels rather
than removing them, as suggested by Kamiran and
Calders (2012). In addition, the general format of
the annotation can be changed. Garg et al. (2022)
argue that there is a need to incorporate disagree-
ment into the labeling process, e.g. via multiple
labels for the same sample. These techniques focus
on improving data quality, though altering labels
can influence which models are suitable for the
task.

Addition of External Information Datasets pro-
vide a snapshot of data at a specific time, which
can become outdated as language and platforms
evolve (Garg et al., 2022). This can affect hate
speech detection models, leading to performance
issues when applied in real-world contexts (Ram-
poni and Tonelli, 2022). To improve robustness,
integrating additional or diverse data is beneficial.
Antypas and Camacho-Collados (2023) found that
combining multiple datasets enhances model gener-
alization. Dixon et al. (2018) used Wikipedia data
for balancing the datasets, and Park et al. (2018)

employed transfer learning to reduce biases. Sheth
et al. (2023b) developed the PEACE framework,
using sentiment and aggression cues to enhance
model performance across platforms.

Overall, adding diverse data or meta-information
can improve hate speech detection, while managing
privacy and regulatory concerns through data sheets
and statements (Mehrabi et al., 2022; Ramponi and
Tonelli, 2022).

6 Taxonomy of Bias Mitigation

6.1 Proposed Taxonomy of Bias Mitigation
Methods

As the second research contribution and based on
current literature, all identified strategies for bias
mitigation displayed in Section 5, can be cate-
gorized by four general aspects: 1. The under-
lying principle of operation, 2. the application
stage, 3. the requirements of protected attributes
and 4. the bias type mitigated. This categoriza-
tion is visualized in Figure 1. The proposed tax-
onomy divides bias mitigation methods into four
conceptual groups of operation principles: text-
oriented, sample-oriented, model-oriented, and
meta information-oriented.

Each category plays a unique role in bias mitiga-
tion, offering a new ‘perspective’ due to a different
focus point. An overview containing all in litera-
ture identified methods for each group can be found
in Appendix E.

Text-oriented methods focus on modifying the
content of text samples in the dataset and are model-
agnostic. They include text manipulation, counter-
factuals, and synthetic data methods. Word manip-
ulation changes individual words, counterfactuals
replace identity terms with alternative tokens, and
synthetic data methods generate new samples to
enhance dataset diversity.

Sample-oriented methods abstract from text
content and focus on dataset attributes such as sam-
ple distribution. These include sampling-based
approaches, sample reweighing, and annotation
manipulation. Sampling-based methods adjust
the dataset by over- or under-sampling, sample
reweighing alters the impact of individual samples,
and annotation manipulation changes sample labels
to reduce bias.

Model-oriented methods target the classifier
itself, including changes in model optimization,
adversarial debiasing, ensemble models, and pre-
diction manipulation. These methods are model-
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Figure 1: Taxonomy of bias mitigation methods based on their principle of operation. Each symbol marks a class of
processing PR = Pre-processing, IN = In-Processing, PO = Post-Processing, Historical Bias = !, Representation
Bias = 2, Measurement Bias = 3, Aggregation Bias = 4, Learning Bias = ®, Evaluation Bias = %, Deployment Bias =

7, Requires knowledge about the protected attribute = *

specific and can affect both training and application
times, depending on the classifier’s architecture and
the nature of the adjustments.

Meta information-oriented methods are the
most abstract, focusing on information about the
ML pipeline and its development. This category
includes explainable Al (XAI) and the addition
of external information. XAI analyzes decision
influences, while additional information aims to
diversify datasets by incorporating external sources
or metadata.

6.2 Application Stages of Bias Mitigation

Bias mitigation strategies need to be applied at
a certain point in the machine learning lifecycle.
Suresh and Guttag (2021) utilize a six-stage model
to represent all details of this lifecycle. While use-
ful for a fine-grained analysis this model is not
well-suited for an intuitive understanding, espe-
cially from non-domain experts. Thus for this Sec-
tion the focus will be on the common three-stage
model categorizing approaches into either ‘pre-, in-
or post-processing’. In Appendix F a mapping of
the mitigation strategies onto the six-stage frame-
work by Suresh and Guttag (2021) can be found.
Figure 1 illustrates the distribution of mitiga-
tion methods across ‘pre-, in- or post-processing’.
Each stage has multiple methods associated with
it, indicating that all parts of the ML pipeline can
be useful to combat bias. Nonetheless debiasing
methods are not uniformly distributed across stages.

The least amount of mitigation strategies can be
viewed as post-processing, with only three belong-
ing into this category. Both pre-processing and
in-processing are more prevalent with seven and
five members respectively. Referencing this dis-
tribution with the conceptual groups of operation
principles, introduced in Section 6.1, a trend can
be seen. Each group has a majority category that
almost all members belong to. Both ‘Text-oriented’
and ‘Sample-oriented’ methods concentrate on pre-
processing. This aligns with their focus on the
dataset, either its content or the abstracted samples.
Sample reweighing is the only concept that devi-
ates from this trend, by belonging to both pre- and
in-processing.

The ‘Model-oriented’ group as the name sug-
gests focuses on the model. The main concepts
are either the training procedure or the underly-
ing model architecture. This places them into the
in-processing stage, as they either directly or in-
directly change the way how model training oc-
curs. An exemption in the ‘Model-oriented’ group
is prediction manipulation. As the idea is to re-
label the predictions after they were made by the
model, prediction manipulation is applied during
the post-processing stage. The last group consists
of ‘Meta information-oriented’ methods, which in-
cludes explainable Al and the addition of external
information. Both consist of applications that are
part of post-processing, however in addition they
also belong to another stage.



In total, it can be observed that, while unevenly
split, mitigation methods can be utilized at all
stages of the ML pipeline. Additionally, the con-
ceptual groups provided by the proposed taxon-
omy from Section 6.1 offers a good intuition at
which stage a method may intercept. This can
reduce the workload when designing multi-stage
bias mitigation interventions. As instead of ana-
lyzing the details of a mitigation strategy knowing
the rough focus of a method allows placing them
within the pipeline. ‘Text-oriented’ and ‘Sample-
oriented’ methods intervene during pre-processing.
‘Model-oriented’ methods mainly target model de-
velopment. ‘Meta information-oriented’ strategies
cover at least post-processing and one additional
stage, reflecting their need for broader interaction.

6.3 Requirements for Protected Attributes

Protected attributes are all attributes that should not
be utilized for the prediction of a sample (Morse
et al., 2022). They are considered potentially sen-
sitive, in the sense of personal identification, dis-
crimination and data protection. Examples for pro-
tected attributes are age, skin color, or religious
orientation (Morse et al., 2022). Not all datasets
include protected attributes, and recording them in
general raises privacy issues (Wachter et al., 2021).
There are also concerns about ‘reverse discrimina-
tion’ (Kamiran and Calders, 2012; Kamiran et al.,
2018) and legal challenges, as regulations may
hold classifiers accountable for using protected at-
tributes (Margot E. Kaminski, 2021; Wachter et al.,
2021). It has to be noted that all strategies work
with the protected attributes provided. But only
six strategies are applicable without information
about the protected attributes. The six strategies
are: Text Manipulation, Counterfactuals, Synthetic
Data, Sample Reweighing, Explainable Al and Ad-
dition of Information. The strategies that require
knowledge about the protected attribute are marked
with “*” in Figure 1. Overall, half of the mitiga-
tion principles require sensitive information during
training. Despite this, there are viable strategies to
address bias without such data.

6.4 Biases targeted by Mitigation Strategies

A comprehensive overview of the existing research
applications for each mitigation strategy and which
biases from Suresh and Guttag (2021) they have
addressed can be found in Table 1. They refer
to biases as distinct sources of harm in an ML
system. It can be seen that there is a difference

in the attention that different bias types have re-
ceived from researchers. While representation bias
has been the focus of seven existing hate speech
publications, both evaluation and deployment bias
have only been combated once in this research field.
These insights suggest that current research may
be narrow in focus.

7 On Combining Mitigation Methods

Bias mitigation is often treated as a single-step
intervention, where methods are applied in iso-
lation (Garg et al., 2022). While this simplifies
implementation, it limits effectiveness, as no sin-
gle method optimally balances fairness and perfor-
mance across all bias types. Research suggests that
combining strategies can improve fairness (Feld-
man and Peake, 2021; Park et al., 2018), yet there is
little systematic guidance on how to structure such
combinations. The challenge lies in understand-
ing interaction effects: some methods reinforce
each other, while others may act independently or
even neutralize each other. The order of application
plays a crucial role. For example, assume that coun-
terfactuals are first created by replacing words with
their opposite-gender counterparts. If additional
word manipulation methods are then applied to re-
place all gendered words with a token word, the
resulting dataset will contain duplicate sentences,
one from the original sample after tokenization and
another from its counterfactual version, which is
tokenized into the exact same output.

It is important to understand, how different bias
mitigation techniques interact, both within and
across ML pipeline stages, to identify effective
multi-stage interventions. Another challenge is
evaluating combined approaches: many fairness
metrics only assess individual methods rather than
their collective impact (Park et al., 2018; Feld-
man and Peake, 2021). Developing benchmarks
that quantify trade-offs between performance and
fairness in multi-method settings is a crucial step
forward. Additionally, practical concerns, such
as computational efficiency and deployment con-
straints, remain underexplored.

To address these challenges, the introduced con-
ceptual groups help organize bias mitigation by
clarifying their roles within the ML pipeline. This
structured approach enables more effective multi-
method interventions, reducing conflicts and im-
proving scalability.



Bias Type

Mitigation Method

Historical Bias

Text Manipulation (Badjatiya et al., 2019; Ramponi and Tonelli, 2022); Counter-
factual (Davani et al., 2020); Sampling Based (Ball-Burack et al., 2021); Model
Optimization (Park et al., 2018; Kennedy et al., 2020a; Gaci et al., 2022; Cai et al.,
2022); Ensemble Models (Nascimento et al., 2022); Explainable Al (Attanasio et al.,
2022; Mathew et al., 2021; Pereira-Kohatsu et al., 2019; Qureshi et al., 2023)

Representation Text Manipulation (Badjatiya et al., 2019); Counterfactual (Davani et al., 2020;

Bias Park et al., 2018; Dixon et al., 2018); Synthetic Data (Hartvigsen et al., 2022;
Ocampo et al., 2023); Sampling Based (Ball-Burack et al., 2021); Sample Reweigh-
ing (Mozafari et al., 2020); Model Optimization (Cai et al., 2022); Addition of
external Information (Dixon et al., 2018; Park et al., 2018)

Measurement Sample Reweighing (Mozafari et al., 2020); Annotation Manipulation (Li et al.,

Bias 2023);Adversarial debiasing (Okpala et al., 2022)

Aggregation Synthetic Data (Yang et al., 2020); Annotation Manipulation (Li et al., 2023); Adver-

Bias sarial debiasing (Okpala et al., 2022; Xia et al., 2020); Explainable Al (Attanasio

et al., 2022; Mathew et al., 2021; Pereira-Kohatsu et al., 2019; Qureshi et al., 2023;
Geleta, 2023)

Learning Bias

Model Optimization (Chen et al., 2023); Adversarial debiasing (Okpala et al., 2022)

Evaluation Bias

Counterfactual (Dixon et al., 2018)

Deployment
Bias

Explainable AI (Geleta, 2023; Qureshi et al., 2023; Attanasio et al., 2022; Pereira-
Kohatsu et al., 2019)

Table 1: Bias mitigation strategies categorized by targeted bias type in historical applications. This research mapped

the applied strategies from cited resources to specific bias types.

7.1 Example: Structuring Multi-Method
Mitigation with the Taxonomy.

As a concrete example, Park et al. (2018) employed
three different methods to successfully mitigate
gender bias in toxic comment classification: coun-
terfactual data augmentation, adversarial debiasing,
and a change in model optimization through fine-
tuning. While these methods proved effective, they
were selected heuristically—without the benefit of
structured guidance for expanding or systematically
organizing the mitigation pipeline.

Using the proposed taxonomy, additional strate-
gies could be integrated systematically. For ex-
ample, a sample-oriented method such as sample
reweighing could complement counterfactual data
without altering textual content. Similarly, a meta-
information-oriented technique like fairness-aware
methods could be added post-hoc to audit residual
bias, without modifying the model architecture or
training regime.

This illustrates how the taxonomy enables mod-
ular, non-disruptive extensions to bias mitigation
workflows by clarifying method roles and interac-
tions across the ML pipeline.

8 Discussion

This research categorized the identified bias mit-
igation methods based on their intended target
within the ML pipeline. It defined four princi-
ple groups: text-oriented, sample-oriented, model-
oriented, and meta information-oriented methods.
The classification is based on the operational sim-
ilarities of the methods within the ML workflow.
While it is possible that other classes of mitiga-
tion strategies cannot be represented within this
grouping, all identified strategies presented in the
research could be positioned here. It would be
possible to introduce different groupings based on
other aspects, but especially with the goal of mak-
ing the strategies exchangeable or stackable, this
grouping provides the best identified option.

This classification also highlights an uneven dis-
tribution of methods across ML pipeline stages,
with more methods focused on pre-processing
and in-processing, and fewer applied during post-
processing. This might be due to the field of re-
search being relatively new and pre-processing be-
ing the first step, as it is often a necessity to pre-
process the datasets before training an algorithm.
Therefore, pre-processing might also be the first
step to be scrutinized by research.



9 Conclusion and Future Work

This research investigates bias mitigation methods,
specifically for hate speech detection. All identified
mitigation strategies were presented and organized
based on their principles of operation into a newly
developed taxonomy for bias mitigation, categoriz-
ing them into four ‘conceptual groups’ of opera-
tion principles: ‘text-oriented,” ‘sample-oriented,’
‘model-oriented,” and ‘meta-information-oriented.’

This research shifts the focus away from the in-
dividual biases present in a system and onto the
available mitigation strategies, creating a compre-
hensive overview of existing strategies, introducing
a novel grouping and taxonomy, and highlighting
which biases and stages these strategies cover in
current research. It identifies methods that require
protected attributes to function and discusses fac-
tors influencing the combination of various miti-
gation methods. Therefore, making it easier for
future research to understand which methods exist,
function similarly and which could bear potential
for replacing, stacking, or combining.

In the next step, exploring how to best com-
bine these different methods is a promising avenue
for further research. Future research could also
consider adaptive bias mitigation frameworks that
dynamically adjust mitigation strategies based on
dataset properties. Additionally, integrating new
mitigation strategies from adjacent fields could
enhance the effectiveness of bias reduction tech-
niques.

10 Limitations

As keyword-based searches on Google Scholar
were utilized, publications not linked on the search
engine or publications with wrong keyword tags
were potentially excluded from the sources of in-
formation. Additionally, no complete list of all
possible bias mitigation methods and strategies can
exist. Especially, as research on bias mitigation is
steadily growing. Another limitation of any mod-
ern fairness-aware research is the missing existence
of definitions for fairness, hate speech and bias
types that are shared across fields and researchers.
While certain definitions have been utilized by mul-
tiple publications, no singular understanding ex-
ists. As a consequence, previous research may
have been misinterpreted in this research. Sim-
ilarly, no reproducibility experiments were done
as part of this research. Results and findings by
other researchers were assumed to be obtained in

scientifically sound and valid ways. In addition, the
findings proposed by this research were not experi-
mentally confirmed. Finally, the research presented
here is only applicable to the field of hate speech
detection, which is itself a subarea in the field of
natural language processing, which could contain
more mitigation approaches not covered here.

11 Ethical Considerations

The research centers on societal interests, with a
focus on the public good. The mitigation of bias
in algorithmic detection of hate speech is essential
to foster a harm-free environment, especially for
minority groups requiring protection. Mitigating
biases within datasets, labels, algorithms, trained
classifiers, and predictions will aid in achieving
this goal in the future. The research aims to con-
tribute to a more diverse understanding of what
constitutes mitigation of bias in hate speech detec-
tion. Potential limitations are outlined in Section
10. The research advocates for more bias mitigation
in the machine learning lifecycle of hate speech
classification in a real world setting. This will not
just protect the target of hate more efficiently, but
also minimize unjustified restrictions on freedom
of speech.

References

Alekh Agarwal, Alina Beygelzimer, Miroslav Dudik,
John Langford, and Hanna Wallach. 2018. A Reduc-
tions Approach to Fair Classification. arXiv preprint.

Dimosthenis Antypas and Jose Camacho-Collados.
2023. Robust Hate Speech Detection in Social Me-
dia: A Cross-Dataset Empirical Evaluation.

Aymé Arango, Jorge Pérez, and Barbara Poblete. 2019.
Hate Speech Detection is Not as Easy as You May
Think. In Proceedings of the 42nd International
ACM SIGIR Conference on Research and Develop-
ment in Information Retrieval, New York, NY, USA.
ACM.

Giuseppe Attanasio, Debora Nozza, Dirk Hovy, and
Elena Baralis. 2022. Entropy-based Attention Reg-
ularization Frees Unintended Bias Mitigation from
Lists.

Pinkesh Badjatiya, Manish Gupta, and Vasudeva Varma.
2019. Stereotypical Bias Removal for Hate Speech
Detection Task using Knowledge-based Generaliza-
tions. In The World Wide Web Conference, pages
49-59, New York, NY, USA. ACM.

Ari Ball-Burack, Michelle Seng Ah Lee, Jennifer Cobbe,
and Jatinder Singh. 2021. Differential Tweetment:


https://doi.org/10.48550/arXiv.1803.02453
https://doi.org/10.48550/arXiv.1803.02453
http://arxiv.org/pdf/2307.01680v1
http://arxiv.org/pdf/2307.01680v1
https://doi.org/10.1145/3331184.3331262
https://doi.org/10.1145/3331184.3331262
http://arxiv.org/pdf/2203.09192.pdf
http://arxiv.org/pdf/2203.09192.pdf
http://arxiv.org/pdf/2203.09192.pdf
https://doi.org/10.1145/3308558.3313504
https://doi.org/10.1145/3308558.3313504
https://doi.org/10.1145/3308558.3313504
https://doi.org/10.1145/3442188.3445875

Mitigating Racial Dialect Bias in Harmful Tweet De-
tection. In Proceedings of the 2021 ACM Conference
on Fairness, Accountability, and Transparency, pages
116-128, New York, NY, USA. ACM.

Joachim Baumann, Alessandro Castelnovo, Riccardo
Crupi, Nicole Inverardi, and Daniele Regoli. 2023.
Bias on Demand: A Modelling Framework That
Generates Synthetic Data With Bias. In 2023 ACM
Conference on Fairness, Accountability, and Trans-
parency, pages 1002-1013, New York, NY, USA.
ACM.

Yi Cai, Arthur Zimek, Gerhard Wunder, and Eirini
Ntoutsi. 2022. Power of Explanations: Towards auto-
matic debiasing in hate speech detection.

Tommaso Caselli, Valerio Basile, Jelena Mitrovié, and
Michael Granitzer. 2021. HateBERT: Retraining
BERT for Abusive Language Detection in English.
Association for Computational Linguistics.

Shijing Chen, Usman Naseem, and Imran Razzak. 2023.
Debunking Biases in Attention. In Proceedings of the
3rd Workshop on Trustworthy Natural Language Pro-
cessing (TrustNLP 2023), pages 141-150, Toronto,
Canada. Association for Computational Linguistics.

Aida Mostafazadeh Davani, Ali Omrani, Brendan
Kennedy, Mohammad Atari, Xiang Ren, and Morteza
Dehghani. 2020. Fair Hate Speech Detection through
Evaluation of Social Group Counterfactuals.

Lucas Dixon, John Li, Jeffrey Sorensen, Nithum Thain,
and Lucy Vasserman. 2018. Measuring and Miti-
gating Unintended Bias in Text Classification. In
Proceedings of the 2018 AAAI/ACM Conference on
Al Ethics, and Society, pages 67-73, New York, NY,
USA. ACM.

Shaza Elrahman and Ajith Abraham. 2014. A review
of class imbalance problem. Journal of Network and
Innovative Computing, 1:332-340.

Margherita Fanton, Helena Bonaldi, Serra Sinem
Tekiroglu, and Marco Guerini. 2021. Human-in-the-
Loop for Data Collection: a Multi-Target Counter
Narrative Dataset to Fight Online Hate Speech.

Tal Feldman and Ashley Peake. 2021. End-To-End Bias
Mitigation: Removing Gender Bias in Deep Learning.
arXiv preprint.

Yacine Gaci, Boualem Benatallah, Fabio Casati, and
Khalid Benabdeslem. 2022. Debiasing Pretrained
Text Encoders by Paying Attention to Paying At-
tention. In Proceedings of the 2022 Conference on
Empirical Methods in Natural Language Processing,
pages 9582-9602, Stroudsburg, PA, USA. Associa-
tion for Computational Linguistics.

Tanmay Garg, Sarah Masud, Tharun Suresh, and Tan-
moy Chakraborty. 2022. Handling Bias in Toxic
Speech Detection: A Survey.

Raisa Romanov Geleta. 2023. Exploring the Role of Al
and XAl in Hate Speech Detection on Social Media:
A Study on User Trust. Master Thesis, Johannes
Kepler University Linz, Austria.

Xudong Han, Timothy Baldwin, and Trevor Cohn. 2021.
Diverse Adversaries for Mitigating Bias in Training.

Thomas Hartvigsen, Saadia Gabriel, Hamid Palangi,
Maarten Sap, Dipankar Ray, and Ece Kamar. 2022.
ToxiGen: A Large-Scale Machine-Generated Dataset
for Adversarial and Implicit Hate Speech Detection.

Gareth P. Jones, James M. Hickey, Pietro G. Di Stefano,
Charanpal Dhanjal, Laura C. Stoddart, and Vlasios
Vasileiou. 2020. Metrics and methods for a system-
atic comparison of fairness-aware machine learning
algorithms. arXiv.

Przemyslaw Joniak and Akiko Aizawa. 2022. Gender
Biases and Where to Find Them: Exploring Gen-
der Bias in Pre-Trained Transformer-based Language
Models Using Movement Pruning.

Ratnesh Kumar Joshi, Arindam Chatterjee, and Asif
Ekbal. 2023. Saliency Guided Debiasing: Detecting
and mitigating biases in LMs using feature attribution.
Neurocomputing, page 126851.

Faisal Kamiran and Toon Calders. 2012. Data prepro-
cessing techniques for classification without discrimi-
nation. Knowledge and Information Systems, 33(1):1-
33.

Faisal Kamiran, Sameen Mansha, Asim Karim, and Xi-
angliang Zhang. 2018. Exploiting reject option in
classification for social discrimination control. Infor-
mation Sciences, 425:18-33.

Brendan Kennedy, Mohammad Atari,
Aida Mostafazadeh Davani, Leigh Yeh, Ali
Omrani, Yehsong Kim, Kris Coombs, Shreya Haval-
dar, Gwenyth Portillo-Wightman, Elaine Gonzalez,
Joseph Hoover, Aida Azatian, Alyzeh Hussain,
Austin Lara, gabriel olmos, Adam Radwan Omary,
Christina Park, Clarisa Wijaya, Xin Wang, Yong
Zhang, and Morteza Dehghani. 2018. Introducing
the Gab Hate Corpus: Defining and applying
hate-based rhetoric to social media posts at scale.
Language Resources and Evaluation.

Brendan Kennedy, Xisen Jin, Aida Mostafazadeh Da-
vani, Morteza Dehghani, and Xiang Ren. 2020a. Con-
textualizing Hate Speech Classifiers with Post-hoc
Explanation. Association for Computational Linguis-
tics.

Chris J. Kennedy, Geoff Bacon, Alexander Sahn, and
Claudia von Vacano. 2020b. Constructing interval
variables via faceted Rasch measurement and multi-
task deep learning: a hate speech application. arXiv.

Emmanouil Krasanakis, Eleftherios Spyromitros-
Xioufis, Symeon Papadopoulos, and Yiannis Kom-
patsiaris. 2018. Adaptive Sensitive Reweighting to
Mitigate Bias in Fairness-aware Classification. In

10


https://doi.org/10.1145/3442188.3445875
https://doi.org/10.1145/3442188.3445875
https://doi.org/10.1145/3593013.3594058
https://doi.org/10.1145/3593013.3594058
http://arxiv.org/pdf/2209.09975v1
http://arxiv.org/pdf/2209.09975v1
https://aclanthology.org/2023.trustnlp-1.13
http://arxiv.org/pdf/2010.12779v1
http://arxiv.org/pdf/2010.12779v1
https://doi.org/10.1145/3278721.3278729
https://doi.org/10.1145/3278721.3278729
http://ias04.softcomputing.net/jnic2.pdf
http://ias04.softcomputing.net/jnic2.pdf
https://doi.org/10.18653/v1/2021.acl-long.250
https://doi.org/10.18653/v1/2021.acl-long.250
https://doi.org/10.18653/v1/2021.acl-long.250
https://doi.org/10.48550/arXiv.2104.02532
https://doi.org/10.48550/arXiv.2104.02532
https://doi.org/10.18653/v1/2022.emnlp-main.651
https://doi.org/10.18653/v1/2022.emnlp-main.651
https://doi.org/10.18653/v1/2022.emnlp-main.651
http://arxiv.org/pdf/2202.00126v3
http://arxiv.org/pdf/2202.00126v3
https://resolver.obvsg.at/urn:nbn:at:at-ubl:1-63964
https://resolver.obvsg.at/urn:nbn:at:at-ubl:1-63964
https://resolver.obvsg.at/urn:nbn:at:at-ubl:1-63964
http://arxiv.org/pdf/2101.10001.pdf
http://arxiv.org/pdf/2203.09509.pdf
http://arxiv.org/pdf/2203.09509.pdf
http://arxiv.org/pdf/2207.02463v1
http://arxiv.org/pdf/2207.02463v1
http://arxiv.org/pdf/2207.02463v1
http://arxiv.org/pdf/2207.02463v1
https://doi.org/10.1016/j.neucom.2023.126851
https://doi.org/10.1016/j.neucom.2023.126851
https://doi.org/10.1007/s10115-011-0463-8
https://doi.org/10.1007/s10115-011-0463-8
https://doi.org/10.1007/s10115-011-0463-8
https://doi.org/10.1016/j.ins.2017.09.064
https://doi.org/10.1016/j.ins.2017.09.064
https://doi.org/10.31234/osf.io/hqjxn
https://doi.org/10.31234/osf.io/hqjxn
https://doi.org/10.31234/osf.io/hqjxn
https://doi.org/10.1145/3178876.3186133
https://doi.org/10.1145/3178876.3186133

Proceedings of the 2018 World Wide Web Conference
on World Wide Web - WWW 18, pages 853—-862, New
York, New York, USA. ACM Press.

Ulrike Kuhl, André Artelt, and Barbara Hammer. 2023.
For Better or Worse: The Impact of Counterfactual
Explanations’ Directionality on User Behavior in
xAl, volume 1903. Springer, Cham.

Yunyi Li, Maria De-Arteaga, and Maytal Saar-
Tsechansky. 2023. Mitigating Label Bias via De-
coupled Confident Learning.

Grace W. Lindsay. 2020. Attention in Psychology, Neu-
roscience, and Machine Learning. Frontiers in Com-
putational Neuroscience, 14:29.

Pranay K. Lohia, Karthikeyan Natesan Ramamurthy,
Manish Bhide, Diptikalyan Saha, Kush R. Varsh-
ney, and Ruchir Puri. 2019. Bias Mitigation Post-
processing for Individual and Group Fairness. In
ICASSP 2019 - 2019 IEEE International Confer-
ence on Acoustics, Speech and Signal Processing
(ICASSP), pages 2847-2851. IEEE.

Margot E. Kaminski. 2021. The right to explanation,
explained. In Sharon K. Sandeen, Christoph W.
Rademacher, and Ansgar Ohly, editors, Research
handbook on information law and governance, Re-
search handbooks in information law series, pages
278-299. Edward Elgar Publishing Limited, Chel-
tenham, UK and Northampton, Massachusetts.

Binny Mathew, Punyajoy Saha, Seid Muhie Yimam,
Chris Biemann, Pawan Goyal, and Animesh Mukher-
jee. 2021. HateXplain: A Benchmark Dataset for
Explainable Hate Speech Detection. Proceedings
of the AAAI Conference on Artificial Intelligence,
35(17):14867-14875.

Ninareh Mehrabi, Fred Morstatter, Nripsuta Saxena,
Kristina Lerman, and Aram Galstyan. 2022. A Sur-
vey on Bias and Fairness in Machine Learning. ACM
Computing Surveys, 54(6):1-35.

Lily Morse, Mike Horia M. Teodorescu, Yazeed Awwad,
and Gerald C. Kane. 2022. Do the ends justify the
means? variation in the distributive and procedural
fairness of machine learning algorithms. Journal of
Business Ethics, 181(4):1083—-1095.

Marzieh Mozafari, Reza Farahbakhsh, and Noél Crespi.
2020. Hate speech detection and racial bias mitiga-
tion in social media based on BERT model. PloS one,
15(8):e0237861.

Francimaria R.S. Nascimento, George D.C. Cavalcanti,
and Marjory Da Costa-Abreu. 2022. Unintended
bias evaluation: An analysis of hate speech detection
and gender bias mitigation on social media using
ensemble learning. Expert Systems with Applications,
201:117032.

Nathan Ng, Kyunghyun Cho, and Marzyeh Ghassemi.
2020. SSMBA: Self-Supervised Manifold Based
Data Augmentation for Improving Out-of-Domain

11

Robustness. Proceedings of the 2020 Conference on
Empirical Methods in Natural Language Processing
(EMNLP), pages 1268—1283.

Nicolas Ocampo, Elena Cabrio, and Serena Villata.
2023. Playing the Part of the Sharp Bully: Generat-
ing Adversarial Examples for Implicit Hate Speech
Detection. In Findings of the Association for Com-
putational Linguistics: ACL 2023, pages 2758-2772,
Toronto, Canada. Association for Computational Lin-
guistics.

Ebuka Okpala, Long Cheng, Nicodemus Mbwambo,
and Feng Luo. 2022. AAEBERT: Debiasing BERT-
based Hate Speech Detection Models via Adver-
sarial Learning. In 2022 21st IEEE International
Conference on Machine Learning and Applications
(ICMLA). IEEE.

Alexandra Olteanu, Carlos Castillo, Fernando Diaz, and
Emre Kiciman. 2019. Social Data: Biases, Method-
ological Pitfalls, and Ethical Boundaries. Frontiers
in Big Data, 2:13.

Ji Ho Park, Jamin Shin, and Pascale Fung. 2018. Re-
ducing Gender Bias in Abusive Language Detection.
Association for Computational Linguistics.

Juan Carlos Pereira-Kohatsu, Lara Quijano-Sanchez,
Federico Liberatore, and Miguel Camacho-Collados.
2019. Detecting and Monitoring Hate Speech in
Twitter. Sensors (Basel, Switzerland), 19(21).

Geoff Pleiss, Manish Raghavan, Felix Wu, Jon Klein-
berg, and Kilian Q. Weinberger. 2017. On Fairness
and Calibration. arXiv preprint.

Muhammad Deedahwar Mazhar Qureshi, M. Atif
Qureshi, and Wael Rashwan. 2023. Toward Inclusive
Online Environments: Counterfactual-Inspired XAI
for Detecting and Interpreting Hateful and Offensive
Tweets. In Explainable Artificial Intelligence, Com-
munications in Computer and Information Science,
pages 97-119, Cham. Springer Nature Switzerland
and Imprint Springer.

Alec Radford, Jeffrey Wu, Rewon Child, David Luan,
Dario Amodei, and Ilya Sutskever. 2019. Language
Models are Unsupervised Multitask Learners. Ope-
nAl

Alan Ramponi and Sara Tonelli. 2022. Features or Spu-
rious Artifacts? Data-centric Baselines for Fair and
Robust Hate Speech Detection. In Proceedings of
the 2022 Conference of the North American Chap-
ter of the Association for Computational Linguistics:
Human Language Technologies, pages 3027-3040.
Association for Computational Linguistics.

Shauli Ravfogel, Yanai Elazar, Hila Gonen, Michael
Twiton, and Yoav Goldberg. 2020. Null It Out:
Guarding Protected Attributes by Iterative Nullspace
Projection. arXiv preprint.


https://doi.org/10.1007/978-3-031-44070-0{_}14
https://doi.org/10.1007/978-3-031-44070-0{_}14
https://doi.org/10.1007/978-3-031-44070-0{_}14
http://arxiv.org/pdf/2307.08945v1
http://arxiv.org/pdf/2307.08945v1
https://doi.org/10.3389/fncom.2020.00029
https://doi.org/10.3389/fncom.2020.00029
https://doi.org/10.1109/ICASSP.2019.8682620
https://doi.org/10.1109/ICASSP.2019.8682620
https://doi.org/10.4337/9781788119924.00024
https://doi.org/10.4337/9781788119924.00024
https://doi.org/10.1609/aaai.v35i17.17745
https://doi.org/10.1609/aaai.v35i17.17745
https://doi.org/10.1145/3457607
https://doi.org/10.1145/3457607
https://doi.org/10.1007/s10551-021-04939-5
https://doi.org/10.1007/s10551-021-04939-5
https://doi.org/10.1007/s10551-021-04939-5
https://doi.org/10.1371/journal.pone.0237861
https://doi.org/10.1371/journal.pone.0237861
https://doi.org/10.1016/j.eswa.2022.117032
https://doi.org/10.1016/j.eswa.2022.117032
https://doi.org/10.1016/j.eswa.2022.117032
https://doi.org/10.1016/j.eswa.2022.117032
https://aclanthology.org/2023.findings-acl.173
https://aclanthology.org/2023.findings-acl.173
https://aclanthology.org/2023.findings-acl.173
https://doi.org/10.1109/icmla55696.2022.00053
https://doi.org/10.1109/icmla55696.2022.00053
https://doi.org/10.1109/icmla55696.2022.00053
https://doi.org/10.3389/fdata.2019.00013
https://doi.org/10.3389/fdata.2019.00013
https://doi.org/10.3390/s19214654
https://doi.org/10.3390/s19214654
https://doi.org/10.48550/arXiv.1709.02012
https://doi.org/10.48550/arXiv.1709.02012
https://doi.org/10.1007/978-3-031-44070-0{_}5
https://doi.org/10.1007/978-3-031-44070-0{_}5
https://doi.org/10.1007/978-3-031-44070-0{_}5
https://doi.org/10.1007/978-3-031-44070-0{_}5
https://cris.fbk.eu/handle/11582/333188
https://cris.fbk.eu/handle/11582/333188
https://cris.fbk.eu/handle/11582/333188
https://doi.org/10.48550/arXiv.2004.07667
https://doi.org/10.48550/arXiv.2004.07667
https://doi.org/10.48550/arXiv.2004.07667

Fabio Roli, Giorgio Giacinto, and Gianni Vernazza.
2001. Methods for Designing Multiple Classifier Sys-
tems. In Multiple classifier systems, Lecture Notes
in Computer Science, pages 7887, Berlin. Springer.

Paras Sheth, Tharindu Kumarage, Raha Moraffah,
Aman Chadha, and Huan Liu. 2023a. Causality
Guided Disentanglement for Cross-Platform Hate
Speech Detection.

Paras Sheth, Tharindu Kumarage, Raha Moraffah,
Aman Chadha, and Huan Liu. 2023b. PEACE: Cross-
Platform Hate Speech Detection- A Causality-guided
Framework.

Harini Suresh and John V. Guttag. 2021. A Framework
for Understanding Sources of Harm throughout the
Machine Learning Life Cycle. EAAMO °21: Pro-
ceedings of the 1st ACM Conference on Equity and
Access in Algorithms, Mechanisms, and Optimization,
32:1-9.

Oskar van der Wal, Jaap Jumelet, Katrin Schulz, and
Willem Zuidema. 2022. The Birth of Bias: A case
study on the evolution of gender bias in an English
language model. arXiv preprint.

Sandra Wachter, Brent Mittelstadt, and Chris Rus-
sell. 2021. Bias Preservation in Machine Learning:
The Legality of Fairness Metrics Under EU Non-
Discrimination Law. SSRN Electronic Journal.

Mengzhou Xia, Anjalie Field, and Yulia Tsvetkov. 2020.
Demoting Racial Bias in Hate Speech Detection.

Yiben Yang, Chaitanya Malaviya, Jared Fernandez,
Swabha Swayamdipta, Ronan Le Bras, Ji-Ping Wang,
Chandra Bhagavatula, Yejin Choi, and Doug Downey.
2020. Generative Data Augmentation for Common-
sense Reasoning. Findings of the Association for
Computational Linguistics: EMNLP 2020, pages
1008-1025.

Wenjie Yin and Arkaitz Zubiaga. 2021. Towards gener-
alisable hate speech detection: a review on obstacles
and solutions.

Yang Yong. 2012. The Research of Imbalanced Data
Set of Sample Sampling Method Based on K-Means
Cluster and Genetic Algorithm. Energy Procedia,
17:164-170.

Brian Hu Zhang, Blake Lemoine, and Margaret Mitchell.
2018. Mitigating Unwanted Biases with Adversarial
Learning. In Proceedings of the 2018 AAAI/ACM
Conference on Al, Ethics, and Society, New York,
NY, USA. ACM.

Jieyu Zhao, Tianlu Wang, Mark Yatskar, Vicente Or-
donez, and Kai-Wei Chang. 2018. Gender Bias in
Coreference Resolution: Evaluation and Debiasing
Methods. Proceedings of the 2018 Conference of
the North American Chapter of the Association for
Computational Linguistics: Human Language Tech-
nologies, Volume 2, pages 15-20.

12

Xuan Zhao, Simone Fabbrizzi, Paula Reyero Lobo,
Siamak Ghodsi, Klaus Broelemann, Steffen Staab,
and Gjergji Kasneci. 2023. Adversarial Reweighting
Guided by Wasserstein Distance for Bias Mitigation.
arXiv.

A Framework of Bias

Figure 2 displays the framework of bias from
Suresh and Guttag (2021).

B Keywords

The ‘task names’ keywords were: {‘hate speech
detection’, ‘abusive language detection’, ‘offensive
language detection’, ‘toxic speech detection’}.

The keywords for ‘mitigation names’ were:
{‘bias mitigation’, ‘debiasing’, ‘combat bias’,
‘fair classification’, ‘fairness-aware classification’,
‘harm mitigation’, ‘removing bias’, ‘prevent bias’,
‘handling bias’}.

The keywords for ‘mitigation strategies’ were:
{‘Text Removal’, ‘Masking’,“Word Generaliza-
tion’,‘Filtering’,“Word ~ Replacements’, “Token
Generalization’, ‘Counterfactuals’, ‘“Template
Test Set’,’'Data  Augmentation’,’Data  Cre-
ation’,‘Artificial Data’, ‘Synthetic Data’,‘Synthetic
Samples’, ‘Preferential Sampling’, ‘Sampling’,
‘Sample Reweighing’, ‘Sample Pruning’, ‘Re-
labeling’, ‘Annotation Uncertainty Modeling’,
‘Label Uncertainty’, ‘Prediction Manipulation’,
‘Fair Training Metric’, ‘Debiasing Word Em-
beddings’,‘Attention Regularization’, ‘Model
Pruning’, ‘Transfer Learning’, ‘Model Pretraining’,
“Transformer-based Debiasing’, ‘Adversarial
Debiasing’, ‘Ensemble Models’, ‘Explainable
AT, ‘Understandable AI’, ‘Explainable Machine
Learning’, ‘Counterfactual Explanations’ }.

C Introduction to the different Bias Types

The bias types proposed by Suresh and Guttag
(2021) are:

Historical Bias: This bias arises from pre-
existing societal and historical inequalities that
shape data before collection begins. Even with
accurate measurements, marginalized groups may
face disadvantages due to systemic disparities.

Representation Bias: This occurs when the
sampled population fails to accurately reflect the
real-world application population. Underrepresen-
tation of certain groups can lead to reduced model
robustness and fairness.

Measurement Bias: This bias stems from in-
consistencies in feature and label definitions during
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Figure 2: Sources of Harms and their related Types of Bias. This diagram is copied from Suresh and Guttag (2021).

data collection. Variability in human judgment (e.g.
annotator bias), guidelines, or external factors can
lead to systematic errors affecting model general-
ization.

Aggregation Bias: This bias arises when a
model assumes that all data points follow the same
input-label relationship, disregarding different data
origins and subgroup-specific differences. Varia-
tions in language, context, or cultural background
can lead to systematic misrepresentations in the
model.

Learning Bias: Arising from choices made dur-
ing model training, this bias reflects disparities in
performance across different groups. The optimiza-
tion of one metric may unintentionally compromise
fairness, privacy, or other critical objectives.

Evaluation Bias: This occurs when the bench-
mark data or metrics used for assessing a model
fail to capture real-world variations. A model may
perform well in testing but struggle with new data.

Deployment Bias: This bias emerges when a
model is used in real-world environments in ways
that differ from its intended design. Human and
institutional interactions can distort its application,
leading to unintended consequences.
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D Sources for Mitigation Strategies

For each identified bias mitigation strategy the con-
crete methods with their sources in literature are
displayed.

Text Manipulation: Removal (Ramponi and
Tonelli, 2022)], Masking (Ramponi and Tonelli,
2022), Word Generalization (Badjatiya et al., 2019),
Filtering (Ramponi and Tonelli, 2022).

Counterfactuals: Word Replacements (Park
et al., 2018; Davani et al., 2020; Joshi et al., 2023),
Template Test Set (Dixon et al., 2018).

Synthetic Data: Data Augmentation (Ng et al.,
2020; Yang et al., 2020), Artificial Data Creation
(Hartvigsen et al., 2022; Ocampo et al., 2023; Fan-
ton et al., 2021).

Sampling Based: Preferential Sampling (Kami-
ran and Calders, 2012; Ball-Burack et al., 2021).

Sample Reweighing: Uniform Weights (Kami-
ran and Calders, 2012; Krasanakis et al., 2018),
Individual Weights(Zhao et al., 2023).

Annotation Manipulation: Pruning Inaccurate
Samples(Li et al., 2023), Relabeling(Kamiran and
Calders, 2012), Uncertainty Modeling(Garg et al.,
2022; Kennedy et al., 2020b; Sheth et al., 2023a).

Prediction Manipulation: Group Fairness



(Pleiss et al., 2017), Individual Fairness (Lohia
etal., 2019).

Change Model Optimization: Training Metric
(Agarwal et al., 2018; Garg et al., 2022; Kennedy
et al., 2020a), Word Embeddings (Ravfogel et al.,
2020; Park et al., 2018), Attention Regularization
(Gaci et al., 2022; Attanasio et al., 2022; Cai et al.,
2022), Movement Pruning (Joniak and Aizawa,
2022), Transfer Learning (Park et al., 2018).

Adversarial Debiasing: Internal (Xia et al.,
2020), External (Okpala et al., 2022), Multiple
(Han et al., 2021).

Ensemble Models: Reject Option Classifaction
(Kamiran et al., 2018), Various Experts (Nasci-
mento et al., 2022).

Explainable AI: Attention Highlighting (Attana-
sio et al., 2022; Mathew et al., 2021), Monitoring
(Pereira-Kohatsu et al., 2019), Counterfactual Ex-
planations (Qureshi et al., 2023; Kuhl et al., 2023).

Addition of External Information: Data
Augmentation (Dixon et al., 2018; Park et al.,
2018), Training Datasets (Antypas and Camacho-
Collados, 2023), Related Cues (Sheth et al.,
2023Db).

E Taxonomy with Approaches and
Sources

Figure 3 displays the taxonomy further enriched
with the approaches from the literature. An easier
accessible version can be found on GitHub!

F Mitigation Methods in the Six Stage
Bias Model

Table 2 displays the mitigation approaches and
their location within the six stage bias model from
(Suresh and Guttag, 2021).

"https://github.com/fillies/BiasMitigationTaxonomy
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Mitigation method Da.Col. Da.Proc. Mo.Dev. Mo.Eval. Mo.Post. Mao.Dep.
Text Manipulation X

Counterfactuals X X

Synthetic Data X X

Sampling based X

Sample Reweighing X X

Annotation Manipulation X X X

Prediction Manipulation X

Change Model Optimization X X

Adpversarial Debiasing X X

Ensemble Models X X
Explainable AI X X X
Addition of Information X X X X
Total: 3 7 5 5 3 2

Table 2: Bias Mitigation Principles categorized into the Six Stage Model by (Suresh and Guttag, 2021). Each
column represents a stage. Da.Col = Data Collection. Da.Proc. = Data Processing. Mo.Dev. = Model Development.
Mo.Eval. = Model Evaluation. Mo.Post. = Model Post-Processing. Mo.Dep. = Model Deployment. A horizontal
line delineates the four different conceptual groups introduced in this research.
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Abstract

The detection of sensitive content in large
datasets is crucial for ensuring that shared and
analysed data is free from harmful material.
However, current moderation tools, such as
external APIs, suffer from limitations in cus-
tomisation, accuracy across diverse sensitive
categories, and privacy concerns. Additionally,
existing datasets and open-source models focus
predominantly on toxic language, leaving gaps
in detecting other sensitive categories such as
substance abuse or self-harm. In this paper, we
put forward a unified dataset tailored for so-
cial media content moderation across six sensi-
tive categories: conflictual language, profanity,
sexually explicit material, drug-related content,
self-harm, and spam. By collecting and anno-
tating data with consistent retrieval strategies
and guidelines, we address the shortcomings
of previous focalised research. Our analysis
demonstrates that fine-tuning large language
models (LLMs) on this novel dataset yields
significant improvements in detection perfor-
mance compared to open off-the-shelf models
such as LLaMA, and even proprietary OpenAl
models, which underperform by 10-15% over-
all. This limitation is even more pronounced
on popular moderation APIs, which cannot be
easily tailored to specific sensitive content cate-
gories, among others.

Disclaimer

Due to the nature of the subject studied in this work,
this paper contains sensitive and potentially of-
fensive language. Reader discretion is advised.

1 Introduction

Consider the case of a researcher or a data ana-
lyst who needs to filter sensitive content from a
large dataset. Such task is crucial to ensure that

*Equal contribution.
T Work done while at Snap Inc.

17

data shared or analysed does not include harm-
ful or inappropriate material. One might initially
consider using external tools like Perspective! or
OpenAl moderation APIs? to assess and filter sen-
sitive content. However, this approach often falls
short, presenting important limitations for an effec-
tive identification of inappropriate content online
(Udupa et al., 2023). For instance, they usually
offer limited customisation capabilities (e.g., how
can the model be improved if it fails on specific
domains or keywords?), and limited sensitive cat-
egories coverage (lacking in detecting self-harm
(Uban and Rosso, 2020), for example). Finally,
these tools rely on external servers, which raises
concerns about data privacy and security (Oseni
et al., 2021; Gupta et al., 2023).

Alternatively, one might consider using exist-
ing datasets and open-source models for sensitive
content detection. This could be a viable option if
the primary focus was on detecting toxic language,
given the abundance of resources available in this
area. However, if the goal extends to identifying
additional sensitive categories such as sexually ex-
plicit content, drugs, self-harm or spam, the situ-
ation becomes more challenging. Data on these
less-explored categories is limited and sometimes
outdated. For instance, those categories could be
covered on datasets that are biased (Wiegand et al.,
2019), old or inaccessible even in an anonymized
manner (Tadesse et al., 2019; Sawhney et al., 2018),
too small-scaled or rely on an handful of keywords
to extract the data (Ding et al., 2016). This limited
approach can result in incomplete or less accurate
detection of sensitive content.

Existing solutions either require sending data to
external servers or fail to address the full spectrum
of sensitive content categories. In response to these
challenges, this paper proposes a new holistic ap-

1https: //perspectiveapi.com/
2ht’cps: //platform.openai.com/docs/guides/
moderation
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proach: a unified dataset for detecting sensitive
text across a broad range of categories, including
(1) conflictual language, (2) profanity, (3) sexually
explicit material, (4) drug-related content, (5) self-
harm, and (6) spam3. This dataset can then be used
for both evaluation and fine-tuned models to all
these categories under a single framework.

Our approach involves collecting and re-
annotating data to ensure consistent quality across
sensitive classes. The alternative of putting together
a collection of existing datasets to create one sin-
gle dataset would include several limitations, as
(1) there would be bias towards the data distribu-
tion (different retrieval strategies, topics, source
platforms), (2) annotation guidelines and quality
would differ, and (3) each text would include only
one sensitive dimension (even if the text includes
multiple sensitive categories).

In short, we propose a holistic approach when it
comes to sensitive content moderation in social me-
dia, overcoming common shortcomings of previous
works and providing the following contributions:

* New dataset: We introduce the X-Sensitive
dataset, manually annotated and tailored for
social media content, featuring multiple cat-
egories and designed to be resilient against
keyword and domain shifts.

Sensitive category analysis: We study the in-
terplay between sensitive categories and how
these categories vary across different annota-
tor demographics.

Model evaluation: The best results are
achieved from large language models (LLMs)
with 8 billion parameters, fine-tuned on our
dataset. However, smaller language models*
(355 million parameters) show only about 2%
less accuracy.

Comparison with off-the-shelf LLMs: We find
that readily available LLMs, such as gpt-4o,
under-perform by 10-15% compared to fine-
tuned models, highlighting the value of be-
spoke training on specialised datasets.

The X-Sensitive dataset, as well as
the best performing models built upon it,
are made openly available. X-Sensitive
is available at https://huggingface.

3We use social media platform user guidelines to be sure

to have reliable guidelines.
*Pre-trained on social media language.
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co/datasets/cardiffnlp/x_sensitive.

Best multi-label and binary models are
available at https://huggingface.co/
cardiffnlp/twitter-roberta-large-
sensitive-multilabel and
//huggingface.co/cardiffnlp/
twitter-roberta-large-sensitive-binary,
respectively.

https:

2 Related Work

Our current work aims to bridge the gap between
current academic research in content moderation
and the needs of content moderators in realistic
scenarios. While hate speech and toxic language
are widely studied in NLP, there is little research on
other types of sensitive content that platforms seek
to detect and moderate, such as sexually explicit
content or content about illicit substances (Arora
et al., 2023). To that end, our work is situated at the
intersection of NLP research on harmful language
detection and research on platform governance and
content moderation.

2.1 Automatic Detection of Harmful
Language

Hate speech Detection. Automatic detection of
hate speech, and related social constructs like of-
fensive and toxic language, is an active area of
research in NLP (Fortuna and Nunes, 2018; Po-
letto et al., 2021). However, there are several chal-
lenges, not least the lack of high quality datasets for
studying such phenomena (Vidgen and Derczynski,
2020).

Self-harm and Suicidal Content Detection.
Chancellor et al. (2016b) identify communities
with self-harm related content, while Tejaswini
et al. (2024) also look into related behaviors such
as depression. Previous research has also looked
into suicidal content detection (Coppersmith et al.,
2018) and general self-harm (Un Nisa and Muham-
mad, 2021). There are generally several ethi-
cal challenges associated with studying mental
health conditions, including self-harm and suici-
dal ideation (Chancellor et al., 2019).

Illicit Substance Abuse. Past research has
looked into automated approaches for discus-
sions of illegal or banned substances, including
drugs (Buntain and Golbeck, 2015; Lavanya and
Sasikala, 2022; Simpson et al., 2018).


https://huggingface.co/datasets/cardiffnlp/x_sensitive
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https://huggingface.co/cardiffnlp/twitter-roberta-large-
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https://huggingface.co/cardiffnlp/twitter-roberta-large-sensitive-binary
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Sexually Explicit Content. Research has also
focused on developing automated systems to de-
tect sexually explicit content (Barrientos et al.,
2020), address sexual harassment (Chowdhury
et al., 2019), and identify sexualised cyberbully-
ing (Basu et al., 2021).

Spam Detection. Automatic Spam detection is
widely studied in NLP as well as computer secu-
rity communities. Typical automation techniques
rely on expert-annotated training data used to train
machine learning models (Hussain et al., 2019).
However, like the other categories spam detection
has rarely been studied in the context of other types
of problematic content, with Founta et al. (2018)
being an exception.

2.2 Content Moderation and Platform
Governance

Platforms on the internet, such as web and social
media sites, often employ mechanisms to curate
their content and reduce problematic or harmful
content through content moderation (CM). CM can
take many forms, from commercial content mod-
eration outsources to underpaid moderators in the
Global South (Roberts, 2019) to artisanal solutions,
some of which are led by volunteers (Caplan, 2018).
Yet as content grows, platforms turn towards auto-
mated methods, often Artificial Intelligence (Al)
based techniques either solve or ameliorate their
moderation problem (Gorwa et al., 2020).
However, the question remains on how much
of this detection is automatable? (Gillespie, 2020).
There are not only several technological limitations
(e.g. the dearth of Al methods for non-English
content (Vidgen and Derczynski, 2020)) but also
political challenges (e.g., who gets to decide what
is harmful? (Fleisig et al., 2024)) and challenges
at the nexus of technology and politics (e.g., how
do we aggregate the potentially divergent judge-
ments of whether something is harmful? (Fan and
Zhang, 2020; Gordon et al., 2022)). On the other
hand, platform studies researchers have studied
which types of technological solutions, including
Al-based tools, would facilitate the work of content
moderators while also establishing some of the ten-
sions of the whole practice of content moderation.
However, it is unclear if those proposing techno-
logical solutions for CM are basing their solutions
on the requirements of content moderators.
Categories of Sensitive Content. Several re-
searchers have attempted to categorise what counts
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as ‘sensitive’ content on web and social media plat-
forms, i.e., content that requires moderation (Jiang
et al., 2020; Scheuerman et al., 2021).

We address one of the many challenges of au-
tomatic content moderation — lack of benchmark
datasets for measuring understudied categories of
problematic content like discussion related to self-
harm and illicit substances, particularly drugs. We
also provide a holistic benchmark of both these
aforementioned understudied categories as well as
widely studied categories like profanity, allowing
researchers to model the associations between dif-
ferent types of sensitive content.

3 X-Sensitive Dataset

In order to study sensitive content in X, we con-
struct a new dataset, X-Sensitive. As a first step,
we conceptualise a topic taxonomy based on com-
munity guidelines from several social media plat-
forms.

3.1 Taxonomy

We use the community guidelines of various social
media platforms to ground our taxonomy (Scheuer-
man et al., 2021). Using iterative coding, we refine,
merge, and fix 5 broad categories and 7 specific sub-
categories of sensitive content which are mapped to
rules in community guidelines. Our final categories
and their definitions are:

Drugs. Content that encourages, promotes or glo-
rifies the use of regulated drugs. Also applicable to
content that mentions sales, purchases, or the act
of obtaining or trying to obtain regulated drugs.

Sexually Explicit Content (Sex). Pornographic
or other types of sexual content. We collect and
download 50+ textual abusive language datasets
from hatespeechdata.com. We then use the Perspec-
tive API to label these datasets with the ‘sexually
explicit’ endpoint and then use the labelled data for
fine-tuning the XLM-T sexually explicit content
classifier.

Hate speech. Attacks against protected attributes
like race, colour, caste, ethnicity, national origin,
religion, sexual orientation, gender identity, dis-
ability, or veteran status, immigration status, socio-
economic status, age, weight or pregnancy status.

Other conflictual language. Attacks based on
other categories or without any mention of the cat-
egories mentioned.



Profanity. Language containing slurs and profan-
ity even if they are not directed towards a specific
entity.

Self-harm. Posts depicting, promoting or glorify-
ing violence or harm against oneself, such as eating
disorders or suicide.

Spam. Irrelevant content that is unsolicited; or
content that aims to drive traffic or attention from a
conversation on the platform to entities outside the
platform.

3.2 Message Collection

Typically previous work on sensitive content de-
tection, particularly hate speech detection, uses
a small set of keywords to collect data, which
may lead to limited coverage of the resultant
datasets (Ousidhoum et al., 2021). To tackle this
problem, we utilise a keyword expansion tech-
nique combining word embeddings (Mikolov et al.,
2013), trained on tweets (Pennington et al., 2014),
for keyword expansion and clustering for control-
ling the expanded sets. The specific algorithm is
described as follows:

Algorithm 1 Keyword List Expansion Technique
using Word Embeddings

Input: Seed list {wy, wa, ...}
Output: Expanded keyword list
Start with a seed list {w;, wo, ...}
Cluster keywords’ vectors into k clusters
Check and select the relevant clusters
Compute the dot product v; - pt,. for each word
vector v; and each cluster mean vector pt,.
Find n; words that are closest to the mean of
each cluster
for each new word do

Find the closest ny words
end for

AN A S o e

Due to the variety of the categories in our sensi-
tive content category, we look at multiple sources
for seed lists (Appendix A, Table 3). The concep-
tual similarities between profanity, sexually explicit
content, and conflictual content as well as the exis-
tence of lists that collect keywords related to these
three types of discou