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Abstract

Large Language Models (LLMs) are power-
ful zero-shot assessors used in real-world sit-
uations such as assessing written exams and
benchmarking systems. Despite these critical
applications, no existing work has analyzed
the vulnerability of judge-LLMs to adversar-
ial manipulation. This work presents the first
study on the adversarial robustness of assess-
ment LLMs, where we demonstrate that short
universal adversarial phrases can be concate-
nated to deceive judge LLMs to predict inflated
scores. Since adversaries may not know or have
access to the judge-LLMs, we propose a sim-
ple surrogate attack where a surrogate model
is first attacked, and the learned attack phrase
then transferred to unknown judge-LLMs. We
propose a practical algorithm to determine the
short universal attack phrases and demonstrate
that when transferred to unseen models, scores
can be drastically inflated such that irrespec-
tive of the assessed text, maximum Scores are
predicted. It is found that judge-LLMs are sig-
nificantly more susceptible to these adversar-
ial attacks when used for absolute scoring, as
opposed to comparative assessment. Our find-
ings raise concerns on the reliability of LLM-
as-a-judge methods, and emphasize the impor-
tance of addressing vulnerabilities in LLM as-
sessment methods before deployment in high-
stakes real-world scenarios. !

1 Introduction

Large Language Models (LLMs) have shown to be
proficient zero-shot assessors, capable of evaluat-
ing texts without requiring any domain-specific
training (Zheng et al., 2023; Chen et al., 2023;
Zhang et al., 2023a). Typical zero-shot approaches
prompt powerful LLMs to either generate a sin-
gle quality score of the assessed text (Wang et al.,
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Score the summary between 1-5
“Some animals did something."

Score the summary between 1-5
“Some animals did something. summable"

Which Summary is better?

A: “Some animals did something.”
B: “Tortoise wins race; slow and steady”

Which Summary is better?

A: “Some animals did something. informative”
B: “Tortoise wins race; slow and steady”

Universal Adversarial Attack on LLM Comparative Assessment

Figure 1: A simple universal adversarial attack phrase
can be concatenated to a candidate response to fool
an LLM assessment system into predicting that it is
of higher quality. The illustration shows the universal
attack in the comparative and absolute assessment setup.

2023a; Liu et al., 2023b) or to use pairwise com-
parisons to determine which of two texts are better
(Liusie et al., 2023; Qin et al., 2023). These zero-
shot approaches mark a compelling new paradigm
for assessment, enabling straightforward reference-
free evaluation that correlates highly with human
judgements, while being applicable to a range of
diverse attributes. There has consequently been a
surge of leveraging LLLM-as-a-judge in many ap-
plications, including as benchmarks for assessing
new models (Zheng et al., 2023; Zhu et al., 2023b)
or as tools for assessing the written examinations
of real candidates.

Despite the clear advantages of zero-shot LLM
assessment methods, the limitations and robustness
of LLM-as-a-judge have been less well-studied.
Previous works have demonstrated potential limita-
tions in robustness, and the presence of biases such
as positional bias (Wang et al., 2023b; Liusie et al.,
2023; Zhu et al., 2023b), length bias (Koo et al.,
2023) and self-preferential behaviours (Zheng et al.,
2023; Liu et al., 2023d). This paper pushes this
paradigm further by investigating whether append-
ing a simple universal phrase to the end of an as-
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sessed text could deceive an LLM into predicting
high scores regardless of the text’s quality. Such ap-
proaches not only pose challenges for model evalua-
tion, where adversaries may manipulate benchmark
metrics, but also raise concerns about academic in-
tegrity, as students may employ similar tactics to
cheat and attain higher scores.

This work is the first to propose adversarial at-
tacks (Szegedy et al., 2014) targeting zero-shot
LLM assessment. In practical settings, the adver-
sary may either not have any knowledge of the
judge-LLMs, access to the model weights, or be
limited in the number of queries that can be made
to the model (due to costs or suspicion from ex-
cessive querying). Therefore, we learn the attack
phrase while using a surrogate model (Papernot
et al., 2016) and transfer the universal attack phrase
to other judge-LLMs. We demonstrate that uni-
versal attack phrases learned with access only to
FlanT5-3B model, a small encoder-decoder trans-
former, can transfer to larger decoder-only models
and cause Llama2-7B, Mistral-7B and ChatGPT
to return the maximum score, irrespective of the
input text. We find that LL.M-scoring (as opposed
to pairwise LLM-comparative assessment) can be
particularly vulnerable to such attacks, and concate-
nating a universal phrase of just 5 tokens can trick
these systems into providing highly increased as-
sessment scores. Additionally, we find that compar-
ative assessment is more robust than LLM-scoring
to such adversarial attacks, although the direct at-
tacks on the surrogate model can yield marginally
inflated scores. Finally, as an initial step towards
defending against such attacks, we use the perplex-
ity score (Jain et al., 2023) as a simple detection
approach, which demonstrates some success. As a
whole, our work raises awareness of the vulnerabil-
ities of zero-shot LLM assessment, and highlights
that if such systems are to be deployed in criti-
cal real-world scenarios, adversarial vulnerabilities
should be considered and addressed.

2 Related Work

Bespoke NLG Evaluation. For Natural Lan-
guage Generation tasks such as summarization or
translation, traditional assessment metrics evaluate
generated texts relative to gold standard manual
references (Lin, 2004; Banerjee and Lavie, 2005;
Zhang et al., 2019). These methods, however, tend
to correlate weakly with human assessments. Fol-
lowing work designed automatic evaluation system

systems for particular domains and attributes. Ex-
amples include systems for dialogue assessment
(Mehri and Eskenazi, 2020), question answering
systems for summary consistency (Wang et al.,
2020; Manakul et al., 2023), boolean answering
systems for general summary assessment (Zhong
et al., 2022a) or neural frameworks for machine
translation (Rei et al., 2020).

Zero-Shot Assessment with LLMs. Although
suitable for particular domains, these automatic
evaluation methods cannot be applied to more gen-
eral and unseen settings. With the rapidly improv-
ing ability of instruction-following LLMs, various
works have proposed zero-shot approaches. These
include prompting LLMs to provide absolute as-
sessment scores (Wang et al., 2023a; Liu et al.,
2023b), comparing pairs of texts (Liusie et al.,
2023; Zheng et al., 2023) or through leveraging
assigned output language model probabilities (Fu
et al., 2023), and in some cases demonstrating state-
of-the-art correlations and outperforming perfor-
mance of bespoke evaluation methods.

Adversarial Attacks on Generative Systems.
Traditionally, NLP attack literature focuses on at-
tacking classification tasks (Alzantot et al., 2018;
Garg and Ramakrishnan, 2020; Li et al., 2020; Gao
et al., 2018; Wang et al., 2019). However, with the
emergence of generative LLMs (Zhao et al., 2023),
there has been discussion around NLG adversarial
attacks. A range of approaches seek to jailbreak
LLMs, and circumvent inherent alignment to gen-
erate harmful content (Carlini et al., 2023). Attacks
can be categorized as input text perturbation opti-
mization (Zou et al., 2023; Zhu et al., 2024; Lapid
et al., 2023); automated adversarial prompt learn-
ing (Mehrotra et al., 2023; Liu et al., 2023a; Chao
et al., 2023; Jin et al., 2024); human adversarial
prompt learning (Wei et al., 2023; Zeng et al., 2024;
Liu et al., 2023c); or model configuration manip-
ulation (Huang et al., 2024). Beyond jailbreak-
ing, other works look to extract sensitive data from
LLMs (Nasr et al., 2023; Carlini et al., 2020), pro-
voke misclassification (Zhu et al., 2023a) or trick
translation systems into making a change in per-
ception (Raina and Gales, 2023; Sadrizadeh et al.,
2023). For assessment, although early research has
explored attacking NLP assessment systems (Raina
et al., 2020), there has been no work on developing
attacks for general LLM assessment models such
as prompting LLama and GPT, and we are the first
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to conduct such a study.

3 Zero-shot Assessment with LLMs

As discussed by Zhu et al. (2023b); Liusie et al.
(2023), there are two standard reference-free meth-
ods of prompting instruction-tuned LL.Ms for qual-
ity assessment:

* LLM Comparative Assessment where the
system uses pairwise comparisons to deter-
mine which of two responses are better.

e LLM Scoring where an LLM is asked to as-
sign an absolute score to each considered text.

For various assessment methods, we consider rank-
ings tasks where given a query context d and a set
of N responses x1.y, the objective is to determine
the quality of each response, s1.ny. An effective
LLM judge should predict scores for each candi-
date that match the ranking 1.y of the text’s true
quality. This section will further discuss the details
of both comparative assessment (Section 3.1) and
absolute assessment (Section 3.2).

3.1 Comparative Assessment

An LLM prompted for comparative assessment,
F, can be used to determine the probability that
the first candidate is better than the second. Given
the context d and two candidate responses, x; and
X, to account for positional bias (Liusie et al.,
2023; Wang et al., 2023b) one can run comparisons
over both orderings and average the probabilities
to predict the probability that response x; is better
than response x;,

pis = 3 (Pl d) + (1 Floggxi,d)) (1)
Note that by doing two inference passes of the
model, symmetry is ensured such that p;; = 1—p;;
for all 4, j € {1, ..., N}. The average comparative
probability for each option x,, can then be used as
the predicted quality score Sy,

S TR

which can be converted to ranks 7., that can be
evaluated against the true ranks 7. .

3.2 Absolute Scoring Assessment

In LLM absolute scoring, the LLM, F, is prompted
to directly predict the assessment score. The

prompt is designed to request the LLM to assess
the quality of a text with a score (e.g. between 1-5).
Two variants of scoring can be applied; first where
the score is directly predicted by the LLM,

Sn = §(xn) = F(xn,d). 3)

Alternatively, following G-Eval (Liu et al., 2023b),
if the output logits are accessible one can estimate
the expected score through a fair-average by multi-
plying each score by its normalized probability,

> kPr(klxn,d), &)

k=1:K

Sp = 8(xn) =

where K is the maximum score, as indicated in
the prompt, and the probability for each possible
score k € {1,..., K} is normalized to satisfy ba-
sic probability rules, ), Pr(k|x,,c) = 1 and
Pr(k|xp,c) > 0, Vn.

4 Adversarial Assessment Attacks

4.1 Attack Threat Model

Objective. For typical adversarial attacks, an ad-
versary aims to minimally modify the input text
x — x + 4 in an attempt to manipulate the sys-
tem’s response. The adversarial example 9§ is a
small perturbation on the input x, designed to cause
a significant change in the output prediction of the
system, F,

F(x+9) # F(x), ©)

The small perturbation, +4, is constrained to have
a small difference in the input text space, mea-
sured by a proxy function of human perception,
G(x,x + 8) < e. Our work considers applying
simple concatenative attacks to assessment LL.Ms,
where a phrase 9 of length L < |x| is added to the
original text x,

X+6:xl,...,a:|x|,51,...,5L (6)

The attack objective is to then maximally improve
the rank of the attacked candidate response with
respect to the other candidates. Let 7] represent
the rank of the attacked response, x; + 8§, when no
other response in x1., is perturbed,

7 (8) = rank; (3(x1),...,8(x; +6),...,3(xn))

The adversarial objective is to minimize the pre-
dicted rank of candidate 7 (i.e. the attacked sample)
relative to the other unattacked candidates,

8 = arg min(7(4)). (7)
19
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Universal Attack. In an assessment setting, it is
impractical for adversaries to learn an adversarial
example d; for each candidate response x;. Much
more practical is to use a universal adversarial ex-
ample 6* that could be applied to any candidate’s
response X; to consistently boost the predicted as-
sessment rank. Assuming a training set of M sam-
ples of contexts and N candidate responses per
context, {(d(m),x%\;) M_ | the optimal univer-
sal adversarial example 6" is the one that most
improves the expected rank when attacking each
candidate in turn,

1 (.
(=YY e ®
0" = arg min(7(9)) 9)
[

where the average is computed over all M contexts
and N candidates.

Surrogate Model Transfer Attack. Traditional
adversarial attack methods often assume full access
to the target model, but this setting might be unre-
alistic when attacking assessment systems. Hence,
we consider the more practical scenario where the
adversary only has full access to a surrogate model
that differs from the actual judge-LLM used by the
assessment system. The attack can be learned on
the surrogate model and then transferred to the tar-
get model as initially proposed by Liu et al. (2016);
Papernot et al. (2016). The assumption is that due
to possible similarities in training data, training
recipes and model architectures, the attacks may
transfer reasonably to the target model.

4.2 Practical Attack Approach

In this work, we use a simple greedy search to learn
the universal attack phrase 2. For a vocabulary, V
the greedy search finds the most effective adversar-
ial word to append iteratively,

0 = argmin(7 (07, + 9)). (10)
oey

In practice, it may be computationally too expen-

sive to compute the average rank (as specified in

Equation 8). Therefore, we instead approximate

the search by greedily finding the token that max-

imises the expected score when appended to the

We also carried out experiments using the Greedy Coor-
dinate Gradient (GCGQG) attack (Zou et al., 2023) to learn the
universal attack phrase, but this approach was found to be not
as effective as the greedy search process. Results for GCG
experiments are provided in Appendix E.

current sample,

i1 = argmax Ex[$(x + 67, + 0)]
6

The algorithm for the practical greedy search at-
tack on comparative assessment and absolute as-
sessment systems is given in Algorithm 1.

Algorithm 1 Greedy Search Universal Attack for
LLM Comparative Assessment and LLM Scoring

M
Require: {(d(m),xgm)} . P Training Data
Require: F() "
0" « empty string
for!=1:Ldo
a,b ~ {1, ..., N} > Select candidate indices
0/ < none
g+ 0
for ) € Vdo
< 6"+6
q<+ 0
form=1: M do
if comparative then
p1 f(x((lm) + (5,xl(jm), dm)
Py FxI™ x4 5,dm)
g+ q+p1+(1-p2)
else if scoring then
5 f(x((zm) +6,dm)
qg<q+s
end if
end for
if ¢ > ¢” then
q q
0 <0
end if
end for
0" < 0"+ 0
end for

> Target Model

> Initialize best score

> trial attack phrase

> Update best attack word

> Update attack phrase

5 Experimental Setup
5.1 Datasets

We run experiments on two standard language gen-
eration evaluation benchmark datasets. The first
dataset used is SummEval (Fabbri et al., 2021),
which is a summary evaluation benchmark of 100
passages, with 16 machine-generated summaries
per passage. Each summary is evaluated by hu-
man assessors on coherency (COH), consistency
(CON), fluency (FLU) and relevance (REL). These
attributes can be combined into an overall score
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(OVE), which is the average of all the individ-
ual attributes. The second dataset is TopicalChat
(Gopalakrishnan et al., 2019), which is a bench-
mark for dialogue evaluation. There are 60 dia-
logue contexts, where each context has 6 different
machine-generated responses. The responses are
assessed by human evaluators on coherency (COH),
continuity (CNT), engagingness (ENG), natural-
ness (NAT), where again the overall score (OVE)
can be computed as the average of the individual
attributes.

5.2 LLM Assessment Systems

We consider a range of standard instruction-tuned
generative language models that can be used as
judge-LLMs: FlanT5-x1 (3B parameters) (Chung
et al., 2022), Llama2-7B-chat (Touvron et al.,
2023), Mistral-7B-chat (Jiang et al., 2023), and
GPT3.5. FlanT5-xl, the smallest and the only
encoder-decoder system, is used as the surrogate
model for learning the universal adversarial at-
tack phrases for both comparative and absolute
assessment. Once the attack phrases are learned on
FlanT5-x1, they are transferred to the other target
LLMs to evaluate their effectiveness. Our prompts
for comparative assessment follow the prompts
used in Liusie et al. (2023), where different at-
tributes use different adjectives in the prompt. For
absolute assessment, we follow the prompts of G-
Eval (Liu et al., 2023b) and use continuous scores
(Equation 4) by calculating the expected score over
a score range (e.g., 1-5 normalized by their prob-
abilities). Note that the GPT3.5 API does not pro-
vide token probabilities, so for GPT3.5, we use
standard prompts without token probability nor-
malization.

5.3 Methodology

Each dataset is split into a development set and a
test set following a 20:80 ratio. We use the develop-
ment set (20% of the passages) to learn the attack
phrase using a simple greedy search to maximize
the expected score of the attacked samples and
evaluate using the test set (80% of the passages).
Furthermore, we only use two of the candidate texts
to learn the attacks (i.e., 2 of 16 for SummEval and
2 of 6 for TopicalChat), and therefore perform the
search over a modest total of 40 summaries for
SummEval and 24 responses for TopicalChat.

For each dataset and attribute, we perform a
separate universal concatenation attack using the
notation (TASK ASSESSMENT ATTRIBUTE) to

indicate the task (SummEval, TopicalChat), the
assessment method (comparative, scoring), and
the evaluation attribute (overall, consistency, con-
tinuity) for each learned universal attack phrase 3.
E.g., SUMM-COMP-OVE denotes the phrase learned
for comparative assessment when attacking the
SummEval overall score.

We learn a single universal attack phrase on the
surrogate model, FlanT5-xI, for all experiments in
the main paper. Once the universal attack phrases
are learned on the surrogate model, the attack is
further assessed when transferred to the other target
models: Mistral-7B, Llama2-7B, and GPT3.5. The
vocabulary for the greedy attack is sourced from
the NLTK python package *.

5.4 Attack Evaluation

To assess the success of an attack phrase, and for
comparing the performance between comparative
and absolute, we calculate the average rank of each
candidate after an attack is applied (Equation 8).
An unsuccessful attack will yield a rank near the av-
erage rank, while a very strong attack will provide
an average rank of 1 (where each attacked candi-
date is assumed to be the best of all unattacked
candidates of the context).

6 Results

6.1 Assessment Performance

Assessment Model OVE COH FLU CON
Comparative  FlanT5-x1 546 512 325 47.1
Llama2-7b 314 282 23.0 275
Mistral-7b  25.1 27.6  21.1 27.1
Absolute FlanT5-xI1 246 270 16.6 377

Llama2-7b  25.0 282 230 294
Mistral-7b 102 143 105 7.1
GPT3.5 525 451 380 432

Table 1: Zero-shot performance (Spearman correlation
coefficient) on SummEval. Due to cost GPT3.5 was not
evaluated for comparative assessment.

Tables 1 and 2 present the assessment ability of
each LLM when applied to comparative and ab-
solute assessment for SummEval and TopicalChat.
Consistent with literature, comparative assessment
performs better than absolute assessment systems
for most systems and attributes. However, com-
parative assessment uses N - (/N —1) to compare

3The learned universal attack phrases for each configura-
tion are given in Appendix A.
*English words corpus is sourced from: nltk.corpus
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Figure 2: Universal attack evaluation (average rank of attacked summary/response) for surrogate FlanT5-xl.

Assessment Model OVE COH CNT ENG Phrase No Attack  Attack
Comparative ~ FlanT5-xl1 38.8 478 435 34.9 SUMM COMP OVE 50.00 51.34
Llama2-7b 345 352 37.1 32.0 SUMM COMP CON 50.00 57.10

Mistral-7b 38.6  33.1 36.1 333 TOPIC COMP OVE 50.00 53.94

Absolute FlanT5-x1 36.2 314 432 349 TOPIC COMP CNT 20.00 2406
Llama2-7b  37.1 28.7 20.0 329 SUMM ABS OVE 3.73 4.74

Mistral-7b 51.7 322 37.10 33.5 SUMM ABS CON 3.88 4.35

GPT3.5 56.2 547 57.7 49.1 TOPIC ABS OVE 2.93 4.63

TOPIC ABS CNT 3.02 4.32

Table 2: Performance (Spearman correlation coefficient)
on TopicalChat. Due to cost GPT3.5 was not evaluated
for comparative assessment.

all pairs of responses (Equation 2), whilst only
N inferences are required for absolute assess-
ment. Smaller LLMs (FlanT5-x1, Llama2-7b and
Mistral-7b) demonstrate reasonable performance
on SummEval and TopicalChat, but larger models
(GPT3.5) perform much better, and when applying
absolute scoring can outperform smaller systems
using comparative assessment.

6.2 Attack on Surrogate Model

Section 5.3 details the attack approach to learn the
universal attack phrases for the surrogate model.
Figure 2 illustrates the impact of the universal ad-
versarial on SummEval and TopicalChat, where
FlanT5-x1 is used as the surrogate LLM assess-
ment system. For Summeval, the overall score
(OVE) and consistency (CON) is attacked while
for Topical-Chat the overall score (OVE) and con-
tinuity (CNT) is attacked. The attributes CON and
CNT were selected due to the similar performance
for these attributes in the absolute and comparative
settings (seen in Tables 1 and 2).

The success of the adversarial attacks is mea-
sured by the average ranks of the text after an attack.
Figure 2 demonstrates that both comparative assess-

Table 3: Scores for 4-word universal attacks on FlanT5-
x1. Note that scores for comparative and absolute assess-
ment are not comparable.

ment and absolute assessment systems have some
vulnerability to adversarial attacks, as the average
rank decreases, and continues to decrease as more
words are added to the attack phrase. However,
absolute scoring systems are significantly more sus-
ceptible to universal adversarial attacks, and with
just four universal attack words, the absolute scor-
ing system will consistently provide a rank of 1
to nearly all input texts. Table 3 provides the raw
scores for comparative and absolute assessment,
where we see that for absolute assessment, a univer-
sal attack phrase of 4 words will yield assessment
scores on average near the maximum score of 5.
The specific universal attack phrases learnt for each
task are given in Appendix A.

The relative robustness of comparative assess-
ment systems over absolute assessment systems
can perhaps be explained intuitively. In an absolute
assessment setting, an adversary exploits an input
space which is not well understood by the model
and identifies a region that spuriously encourages
the model to predict a high score. However, in
comparative assessment, the model is forced to
compare the quality of the attacked text to another
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Figure 3: Transferability of universal attack phrases from surrogate FlanT5-x1 to target models.

(unattacked) text, meaning the attack phrase learnt
has to be invariant to the text used for comparison.
This makes it more challenging to find an effective
universal attack phrase. Further explanations for
the relative robustness of comparative assessment
systems are explored in Appendix B.

6.3 Transferability of the Surrogate Attack

Figure 2 demonstrated that absolute assessment
systems are highly vulnerable to a simple univer-
sal attack phrase concatenated to an input text. To
evaluate the effectiveness of these attack phrases on
more powerful target models, we explicitly trans-
fer the attacks learned on the FlanT5-xI surrogate
model to other models such as Llama2, Mistral
and GPT3.5. We focus on transferring the abso-
lute scoring attacks, as comparative assessments
were found to be relatively robust for the surro-
gate FlanT5-x1 model. Figure 3 shows the results
of transferring the attack phrases to these models,
highlighting several key findings: 1) There can be
a high level of attack transferability for absolute
scoring. For TopicalChat, the attacks generalize
very well to nearly all systems, with all systems
being very susceptible to attacks when assessing
continuity. 2) When more powerful models assess
the overall (OVE) quality, the transferability is less
effective, suggesting that assessing more general,
abstract qualities can be more robust. Interestingly,
powerful large models (GPT3.5) are more suscep-
tible when attacked by shorter phrases, possibly
because longer phrases may begin to overfit the
properties of the surrogate model. 3) The attack
transfers with mixed success for SummEval, which
may highlight that the complexity of the dataset
can influence attack transferability.

6.4 Attack Detection

In this section, we perform an initial investiga-
tion into possible defences that could be applied
to detect if an adversary is exploiting a system.
Defences can take two forms: adversarial train-
ing (Goodfellow et al., 2015) where the LLM is
re-trained with adversarial examples, or adversar-
ial attack detection where a separate module is
designed to identify adversarial inputs. Although
recent LLLM adversarial training approaches have
been proposed (Zhou et al., 2024; Zhang et al.,
2023b), re-training is computationally expensive
and can harm model performance, hence detec-
tion is preferred. Recent detection approaches for
NLG adversarial attacks tend to focus on attacks
that circumvent LLM safety filters, e.g., generat-
ing malicious content by jailbreaking (Liu et al.,
2023c; Zou et al., 2023; Jin et al., 2024). Robey
et al. (2023) propose SmoothLLLM, where multiple
versions of the perturbed input are passed to an
LLM and the outputs aggregated. Such defences
are inappropriate for LLM-as-a-judge setups, as
though the perturbations are designed to cause no
semantic change, they can result in changes in other
attributes, such as fluency and style, which will im-
pact the LLM assessment. Similarly, Jain et al.
(2023); Kumar et al. (2024) propose defence ap-
proaches that involve some form of paraphrasing
or filtering of the input sequence, which again in-
terferes with the LLM-as-a-judge scores.

A simple and valid defence approach for LLM-
as-a-judge is to use perplexity to detect adversarial
examples (Jain et al., 2023; Raina et al., 2020). The
perplexity is a measure of how unnatural a model,
0 finds a sentence x,

1

perp = T log(Py(x)).

(11)

7505



1.0

0.9

0.8

Precision

0.6

0.5

0.0 0.2 0.4 0.6 0.8 10
Recall

(a) SummEval

10

0.9

0.8

Precision

0.6

0.5

0.0 0.2 0.4 0.6 0.8 10
Recall

(b) TopicalChat

Figure 4: Precision-Recall curve when applying perplexity as a detection defence

We use the base Mistral-7B model to compute
perplexity. Adversarially attacked samples are ex-
pected to be less natural and have higher perplexity.
Therefore, we can evaluate the detection perfor-
mance using precision and recall. We select a spe-
cific threshold, 5 to classify an input sample x as
clean or adversarial, where if perp > [ the sample
would be classified as adversarial. The precision,
recall and F1 is then

TP TP
P = R =
TP+FP TP+FN

PR
2 -
P+R

where FP, TP and FN are standard counts for False-
Positive, True-Positive and False-Negative respec-
tively. The F1 can be used as a single-value sum-
mary of detection performance.

To assess detection, we evaluate on the test split
of each dataset, augmented with the universal at-
tack phrase concatenated to each text, such that
there is balance between clean and adversarial ex-
amples. Figure 4 presents precision-recall (p-r)
curves for perplexity detection as the threshold
B is swept, for the different universal adversarial
phrases. Table 4 gives the best F1 scores from
the p-r curves. For SummEval all the F1 scores
are near 0.7 or significantly above, whilst for Top-
icalChat the performance is generally even better.
This demonstrates that perplexity is fairly effective
in disentangling clean and adversarial samples for
attacks on LLM-as-a-judge. However, Zhou et al.
(2024) argue that defence approaches such as per-
plexity detection can be circumvented by adaptive
adversarial attacks. Hence, though perplexity gives
a promising starting point as a defence strategy,
future work will explore other more sophisticated
detection approaches. Nevertheless, it can also be
concluded from the findings in this work that an
effective defence against the most threatening ad-

versarial attacks on LLM-as-a-judge is to use com-
parative assessment over absolute scoring, despite
an increased computational cost.

Attack precision  recall F1

Summ-CON-2 0.635 0.794  0.706
Summ-CON-4 0.679 0.819 0.742
Summ-OVE-2 0.539 0988  69.6
Summ-OVE-4 64.7 81.3 72.0
Topic-CNT-2 66.2 84.4 81.7
Topic-CNT-4 74.8 79.5 77.1
Topic-OVE-2 75.2 78.8 76.9
Topic-OVE-4 78.5 85.1 81.7

Table 4: Best F1 (%) (precision, recall) for adversarial
sample detection using perplexity. Attack phrases of
length 2 words and 4 words considered.

7 Conclusions

This is the first work to examine the adversarial
robustness of zero-shot LLM assessment methods
against universal adversarial attacks, and reveal
significant vulnerabilities in LLM absolute scor-
ing and mild vulnerabilities in LLM comparative
assessment. We demonstrate that the same short 4-
word universal adversarial can be appended to any
input text to deceive LLM assessment system into
predicting inflated scores. Notably, LLM-scoring
attacks developed with a smaller surrogate LLM-
scoring system can be effectively transferred to
larger LLMs such as ChatGPT. We also provide
an initial investigation into simple detection ap-
proaches, and show that perplexity can be a promis-
ing tool for identifying adversarially manipulated
inputs. Further work can explore adaptive attacks
and more sophisticated defence approaches to min-
imize the risk of misuse. On the whole, this paper
raises awareness around the susceptibility of LLM-
as-a-judge NLG assessment systems to universal
and transferable adversarial attacks.
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8 Limitations

This paper investigates the vulnerability of LLM-
as-a-judge methods in settings where malicious
entities may wish to trick systems into returning
inflated assessment scores. As the first work on
the adversarial robustness of LLLM assessment, we
used simple attacks (concatenation attack found
through a greedy search) which led to simple de-
fences (perplexity). Future work can investigate
methods of achieving more subtle attacks, which
may require more complex defences to detect. Fur-
ther, this work focuses on attacking zero-shot as-
sessment methods, however, it is possible to use
LLM assessment in few-shot settings, which may
be more robust and render attacks less effective.
Future work can explore this direction, and also
investigate designing prompts that are more robust
to attacks.

9 Risks & Ethics

This work reports on the topic of adversarial at-
tacks, where it’s shown that a universal adversarial
attack can fool NLG assessment systems into in-
flating scores of assessed texts. The methods and
attacks proposed in this paper do not encourage
any harmful content generation and the aim of the
work is to raise awareness of the risk of adversar-
ial manipulation for zero-shot NLG assessment. It
is possible that highlighting these susceptibilities
may inform adversaries of this vulnerability, how-
ever, we hope that raising awareness of these risks
will encourage the community to further study the
robustness of zero-shot LLM assessment methods
and reduce the risk of future misuse.
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A Universal Adversarial Phrases

In the main paper, results are presented for a range
of universal attack phrases, learnt in different con-
figurations. Further configurations are considered
in different sections of the Appendix. For all of
these attack phrases, the specific words constituting
each phrase are presented in Table 5.

SUMM COMP OVE
SUMM COMP CON

E answer E grammatically
uncontradictory Ay supplemen-
tary answer

outstandingly superexcellently
outstandingly summable
uncontradictedly undisputably
congruity impeccable

SUMM ABS OVE

SUMM ABS CON

TOPIC COMP OVE
TOPIC COMP CNT

informative ending answer E
interester extemporaneous infor-
mative answer

informative supercomplete im-
peccable ovated

continuous  superexcellently
conformant uncontradictory

TOPIC ABS OVE

TOPIC ABS CNT

SUMM COMP-asymA OVE  E applicableness E E

SUMM COMP-asymB OVE  grammatically sound emendable
correctly

SUMM UNI OVE whoa boggle righto hah

SUMM UNI COH read inustion newsprint intro-
ductorily

SUMM UNI CON
SUMM UNI FLU

compendent at id id
Feuillants cavort extortionately
ashore

Table 5: Universal Attack Phrases. Length 1 to length 4
words

B Analysis of Relative Robustness of
Comparative Assessment

It is observed that comparative assessment is more
robust than absolute assessment. Arguably this
could be due to an implicit prompt ensemble with
different output objectives in comparative assess-
ment. In absolute assessment, the adversary has
to find a phrase that always pushes the predicted
token to the maximal score 5, irrespective of the
input test. For comparative assessment, to evalu-
ate the probability summary ¢ is better than j to
ensure symmetry, we do two passes through the
system. To attack system ¢, for the first pass, the
adversary has to ensure the attack phrase increases
the probability of token A (the prompt asks the
system to select which text input, A or B, is bet-
ter, where A corresponds to the text in position 1
and B corresponds to the text in position 2) being
predicted. For the second pass the adversary has to
decrease the predicted probability of token A (as

attacked summary is in position 2). This means the
objective of the adversary in the different passes is
dependent on the prompt ordering of summaries,
as well as the objectives being the complete oppo-
site in the two passes (competing objectives). This
means the universal attack phrase has to recognise
automatically whether it is in position 1 or in po-
sition 2 and respectively increase or decrease the
output probability of generating token A. This is a
lot more challenging and could explain the robust-
ness of comparative assessment. How do we assess
this hypothesis:

* We perform an ablation where the compara-
tive assessment system does asymmetric eval-
uation such that the probability system ¢ is bet-
ter than j is measured asymmetrically, with
the attacked text always in position 1, such
that the adversarial attack only has to maxi-
mize the probability of token A. It is expected
that the asymmetric comparative assessment
system is less robust.

* We re-apply the greedy search algorithm with
this asymmetric setup.

* We evaluate the efficacy of the attack phrase
in the asymmetric setting.

* We repeat the above experiments with the at-
tack only in position 2 (objective then being
to minimize the probability of token B). We
term the universal attack phrases asymA and
asymB.

The results are presented in Table 6 and Table
7. It seems that even in this asymmetric setting
the robustness performance is only slightly (if that)
worse than that of the symmetric evaluation setting
in the main paper. This suggests that perhaps there
is a separate aspect of comparative assessment ap-
proach that contributes significantly to the robust-
ness. Further analysis will be required to better
understand exactly which aspects of comparative
assessment are giving the greatest robustness.

#words | s-s s-u u-s vu | oall | T

None ‘ 4543  41.07 37.70 42.07 ‘ 41.54 ‘ 8.50
1 51.12 51.80 46.68 50.23 | 50.03 | 6.17
2 3496 38.09 3432 3754 | 37.21 | 9.80
3 4823 49.04 44.60 47.10 | 47.06 | 6.81

Table 6: Direct attack on FlanT5-x1. Evaluating attack
phrase SUMM COMP-asymA OVE
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#words | s-s s-u u-s vu | oall | T

None ‘ 54.57 6230 5893 5793 ‘ 58.46 ‘ 8.50
1 51.91 60.80 52.80 54.36 | 54.86 | 9.52
2 57.84 65.04 5658 5838 | 58.90 | 8.16
3 57.89 63.78 5629 5720 | 57.83 | 8.54
4 64.70 68.95 60.53 62.00 | 62.64 | 7.06

Table 7: Direct attack on FlanT5-x1. Evaluating attack
phrase SUMM COMP-asymB OVE

(b) TopicalChat

(a) SummEval

Figure 5: Transferability of universal attack phrases
from FlanT5-x1 to other models for comparative assess-
ment.

C Transferability of the Comparative
Assessment Attack

Figure 2 shows that when the surrogate model
(FlanT5-x1) is run as comparative assessment it
is only mildly susceptible to the universal adversar-
ial attack. Hence, Section 6.3 in the paper reports
only the transferability of the attack on the abso-
lute assessment systems to the target larger models
(Mistral, Llama2 and ChatGPT). For completeness,
in this section we provide the impact of transferring
the attacks for comparative assessment. The trans-
ferability plots are given in Figure 5. As would be
expected, the mild attacks learnt for the surrogate
model FlanT5-x1 are only are able to maintain at
best a mild impact for the target models.

D Direct Attack on Target Model

The main paper proposes a practical method to at-
tack LLM-as-a-Judge system that use large LLMs,
via a surrogate model (FlanT5-x1 in this work). For
comparison, this section presents the results for
performing a direct attack on Llama2-7B (a target
larger model). The resulst are presented for abso-
lute assessment in Figure 6. As would be expected
from the bounds of the transfer attacks, the direct
attack is equally (and more) successful in deceiving
the LLM absolute scoring systems into giving the
attacked text the highest ranking score.

(a) SummEval

(b) TopicalChat

Figure 6: Universal Attack Evaluation (average rank of
attacked summary/response) for Llama2-7B.

E Greedy Coordinate Gradient (GCG)
Universal Attack

In the main paper we present an iterative greedy
search for a universal concatenative attack phrase.
Here, we contrast our approach against the Greedy
Coordinate Gradient (GCG) adversarial attack ap-
proach used by Zou et al. (2023). In our GCG
experiments we adopt the default hyperparameter
settings from the paper for the universal GCG al-
gorithm. The GCG attack is a whitebox approach
that exploits embedding gradients to identify which
tokens to substitute from the concatenated phrase.
Table 8 shows the impact of incorporating GCG
with initialization from the existing learnt attack
phrases for absolute assessment and the compara-
tive assessment on overall assessment. From these
results it appears that GCG has a negligible impact
on the adversarial attack efficacy, and can in many
cases degrade the attack (worse average rank) - this
is perhaps expected for the best / well optimized
attack phrases.

Initialisation No GCG ()  With GCG (7)
SUMM COMP OVE 7.96 7.88
SUMM ABS OVE 1.03 242
TOPIC COMP OVE 3.16 3.18
TOPIC ABS OVE 1.07 3.56

Table 8: Impact of universal GCG adversarial attack on
existing universal attacks

F Interpretable Attack Results

The main paper presents the impact of the adver-
sarial attack phrases for comparative and absolute
assessment systems on the average rank as defined
in Equation 8. However, it is more interpretable to
understand the the impact on the probability, p;;
(Equation 1) of an attacked system being better than
other systems for comparative assessment and the
impact on the average predicted score (Equation 3)
for absolute assessment. Tables 9-12 give the inter-
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pretable breakdown of each attack for comparative
assessment and Tables 13-28 give the equivalent
interpretable breakdown for absolute assessment.

#words ‘ S-S s-u u-s u-u ‘ Dij ‘ 7

None ‘ 50.00 51.68 4832 50.00 ‘ 50.00 ‘ 8.50
1 50.59 5597 5048 5273 | 52.80 | 7.48
2 4122 4973 4390 46.49 | 46.48 | 9.75
3 51.27 58.55 51.84 5433 | 5448 | 6.97
4 50.01 5588 4749 5127 | 51.34 | 7.96

Table 9: Direct Attack on FlanT5-x1. Evaluating attack
phrase SUMM COMP OVE. SummEval. 16 candidates, with
2 seen candidates (s) and remaining unseen candidates

(u).

#words | s-s s-u u-s wvu | Py | T
None ‘ 50.00 53.26 46.74 50.00 ‘ 50.00 ‘ 8.50
1 51.65 5644 48.62 52.04 | 52.14 | 7.79
2 52.55 57770 4899 5242 | 52.62 | 7.62
3 5195 56.88 48.38 51.64 | 51.86 | 7.93
4 56.64 6247 5349 56.85 | 57.10 | 6.32

Table 10: Direct Attack on FlanT5-x1. Evaluating attack
phrase SUMM COMP CON. SummEval. 16 candidates, with
2 seen candidates (s) and remaining unseen candidates

(n).

#words | s-s s-u u-s wvu | Py | T
None ‘ 50.00 4470 5530 50.00 ‘ 50.00 ‘ 3.50
1 51.25 4637 5693 50.13 | 50.93 | 3.37
2 55.00 48.11 58.88 52.77 | 53.34 | 3.18
3 56.19 49.61 60.14 5395 | 54.61 | 3.06
4 55.18 48.62 59.84 53.33 | 53.94 | 3.16

Table 11: Direct Attack on FlanT5-x1. Evaluating attack
phrase TOPIC COMP OVE. TopicalChat. 6 candidates,
with 2 seen candidates (s) and remaining unseen candi-
dates (u).

#words | s-s s-u u-s wu | Py | T
None | 50.00 4427 5573 50.00 | 50.00 | 3.50
1 47772 4411 56.19 48.33 | 49.07 | 3.55
2 49.81 4452 56.39 49.04 | 49.76 | 3.48
3 53.18 47.88 5890 52.02 | 52.76 | 3.18
4 54.88 48.87 60.07 53.45 | 54.06 | 3.12

Table 12: Direct Attack on FlanT5-x1. Evaluating attack
phrase TOPIC COMP CNT. TopicalChat. 6 candidates,
with 2 seen candidate types (s) and remaining unseen
candidates (u).

G LLM Prompts

Figure 7 shows the prompts used for absolute scor-
ing via G-EVAL, while Figure 8 shows the prompt
template used for comparative assessment.

H Attacking Bespoke Assessment Systems

The focus of the paper is on adversarially attack-
ing zero-shot NLG assessment systems. However,
one practical defence could be to use a bespoke
NLG assessment system that is finetuned to a spe-
cific domain. Zhong et al. (2022b) propose such a
bespoke system, Unieval that has been finetuned
for summary assessment evaluation for each at-
tribute on SummEval. The Unieval system predicts
a quality score from 1-5 for each attribute of assess-
ment. Here we explore attacking each attribute of
Unieval in turn for the SummEval dataset. Interest-
ingly Unieval appears significantly more robust to
these form of adversarial attacks than the zero-shot
NLG systems in the main paper. However, it can
be observed that there is some vulnerability in the
Unieval when assessed on the fluency attribute.

I Licensing

All datasets used are publicly available. Our imple-
mentation utilizes the PyTorch 1.12 framework, an
open-source library. We obtained a license from
Meta to employ the Llama-7B model via Hugging-
Face. Additionally, our research is conducted per
the licensing agreements of the Mistral-7B, GPT-
3.5, and GPT-4 models. We ran our experiments
on A100 Nvidia GPU and via OpenAl APIL.
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You will be given a news article. You will then be given one summary
written for this article.

Your task is to rate the summary on one metric.

Please make sure you read and understand these instructions carefully.
Please keep this document open while reviewing, and refer to it as needed.

Evaluation Criteria:

Consistency (1-5) - the factual alignment between the summary and the
summarized source. A factually consistent summary contains only statements
that are entailed by the source document. Annotators were also asked to
penalize summaries that contained hallucinated facts.

Evaluation Steps:

1. Read the news article carefully and identify the main facts and details
it presents.

2. Read the summary and compare it to the article. Check if the summary
contains any factual errors that are not supported by the article.

3. Assign a score for consistency based on the Evaluation Criteria.

Example:
Source Text:
{{Document}}

Summary:
{{Summary}}

Evaluation Form (scores ONLY):
- Consistency:

Figure 7: G-Eval prompt for assessing consistency in Summeval taken from https://github.com/nlpyang/geval.
When adapted to TopicalChat, the word "summary’ is replaced with ’dialogue’ and further minor details are changed
for specific attributes

Context: Sick of awkward father-daughter portraits? Well
one photographer has found an effective

Which Summary is more coherent, Summary A or Summary B?

Summary A: A series of photos sees Japanese dads jumping
next to their daughters...

Summary B: Japanese photographer Yiki Aoyama's latest
series of images capture...

\_ J

Figure 8: Comparative assessment prompts based on the simple ones used in (Liusie et al., 2023). displayed is a
prompt for coherency assessment, however different adjectives can be used for different attributes.
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#words| 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 |avg]| 7

None |[3.61 376 379 374 374 376 379 376 365 379 378 377 3.62 377 3.67 378373850

396 424 426 419 416 421 419 417 390 420 426 427 399 421 410 4.24|4.16|2.08
427 449 449 447 444 448 448 441 431 444 448 451 447 447 438 449|444 1.18
447 4.62 4.63 4.62 460 4.63 461 459 446 4.61 4.62 4.64 4.65 4.62 456 4.61|4.60 | 1.07
470 476 476 475 474 4776 475 473 4.62 474 476 477 475 4775 473 475|474 |1.03

B S

Table 13: Direct Attack on FlanT5-x1. Evaluating attack phrase SUMM ABS OVE. SummEval. 16 candidates.

#words | 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 |avg]| 7

None ‘3.61 390 394 3.88 390 393 4.00 392 3.74 395 395 396 3.77 393 3.74 3.91‘3.88‘8.50

1 383 422 426 4.18 419 423 419 415 377 417 427 429 398 422 399 421 |4.13|3.51
2 393 427 431 425 425 429 430 423 392 425 432 435 425 427 4.09 428422249
3 4.10 437 438 436 435 439 441 437 425 439 440 442 444 438 424 437|435|1.71
4 4.10 437 438 436 435 439 441 437 425 439 440 442 444 438 424 437|435 1.71

Table 14: Direct Attack on FlanT5-x1. Evaluating attack phrase SUMM ABS CON. SummEval. 16 candidates.

#words | 1 2 3 4 5 6 17 8§ 9 10 11 12 13 14 15 16 |ag| F

None ‘3.00 381 389 375 375 3.84 3.88 4.00 352 396 386 399 4.00 3.84 352 3.52‘3.76‘ 8.50

3.16 3.80 390 3.73 3.73 3.89 399 4.00 354 399 391 406 398 3.80 3.56 3.52|3.78| 8.32
280 348 359 3.19 339 341 346 386 3.01 374 345 352 395 335 299 3.16|3.40 | 10.47
2.80 354 3.60 324 349 345 3.61 392 290 374 359 3.64 399 339 3.08 3.21|3.45|10.23
3.01 364 371 340 351 349 361 398 258 390 361 366 390 350 331 3.50|3.52| 948

B WD =

Table 15: Transfer Attack on GPT3.5. Evaluating attack phrase SUMM ABS OVE. SummEval. 16 candidates.

#words | 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 |avg|

None ‘3.67 4.05 4.15 4.00 4.00 4.04 419 405 389 405 412 426 4.04 4.01 3.92 3.92‘4.02‘8.50

1 ‘3.70 420 424 4.04 4.09 426 444 4.09 391 409 430 461 428 4.11 3.94 3.94‘4.14‘7.63

Table 16: Transfer Attack on GPT3.5. Evaluating attack phrase SUMM ABS CON. SummEval. 16 candidates.

#words| 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 |avg]| 7

None ‘2.08 186 195 183 1.86 1.82 1.87 207 176 199 187 186 204 186 195 2.09‘1.92‘ 8.50

202 1.89 201 1.8 190 1.88 199 198 174 196 195 193 198 1.87 1.85 2.07|193| 841
1.75 169 180 1.63 170 1.68 1.79 1.72 1.63 170 171 176 1.79 1.68 1.63 1.77 | 1.71 | 12.38
173 168 176 1.65 1.69 1.67 175 1.69 161 170 169 1.71 181 1.67 1.65 1.75]|1.70 | 12.83
1.87 179 194 176 181 175 192 185 165 186 1.81 1.86 198 1.79 1.74 192 | 1.83 | 10.46

B SRV (SR

Table 17: Transfer Attack on Mistral-7B. Evaluating attack phrase SUMM ABS OVE. SummEval. 16 candidates.

#words| 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 |avg]| 7

None ‘1.64 142 145 146 144 141 140 154 150 1.51 143 137 147 144 154 1.57‘1.47‘ 8.50

1.59 144 142 148 145 144 140 153 149 150 142 139 144 146 1.53 152|147 | 846
1.62 145 141 150 146 146 139 154 155 151 142 138 146 149 156 154|148 | 8.02
1.52 138 1.34 141 139 138 133 1.47 152 145 134 131 138 141 148 145 1.41 | 1098
1.56 140 136 144 142 140 134 150 1.56 149 137 133 138 144 152 149 | 1.44 | 10.07

R N S

Table 18: Transfer Attack on Mistral-7B. Evaluating attack phrase SUMM ABS CON. SummEval. 16 candidates.
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#words | 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 |avg| F

None ‘3.58 374 387 3.65 372 3.78 394 3.73 388 3.69 380 393 372 370 3.52 3.61‘3.74‘8.50

3.66 3776 3.87 3.68 3.72 376 385 3.77 4.02 374 379 386 3.78 3.69 3.56 3.67|3.76 | 8.31
423 428 445 426 425 424 433 430 429 428 431 433 421 421 415 424|427 336
420 423 442 417 421 419 435 428 437 426 424 431 419 418 4.08 424|424 352
443 444 458 442 440 439 446 450 441 449 445 443 433 442 435 448|444 230

B R S

Table 19: Transfer Attack on Llama-7B. Evaluating attack phrase SUMM ABS OVE. SummEval. 16 candidates.

#words | 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 |avg|

None ‘2.39 238 238 236 237 239 238 238 227 236 238 238 236 238 237 2.39‘2.37‘8.50

238 239 237 238 239 239 237 238 231 237 238 237 239 238 238 240 |238]8.16
238 239 238 238 239 238 236 238 231 238 237 236 240 239 238 240 |238]8.16
239 239 237 239 239 238 236 239 236 238 237 236 243 239 240 239|238 |78l
240 239 237 239 239 238 236 238 234 238 238 236 241 240 240 239238782

B R S

Table 20: Transfer Attack on Llama-7B. Evaluating attack phrase SUMM ABS CON. SummEval. 16 candidates.

#words ‘ 1 2 3 4 5 6 ‘ avg

il

None | 298 288 288 283 283 315293 | 350

359 355 359 354 355 385 | 361 | 1.54
411 413 411 400 403 435 | 412 | 1.22
444 445 440 433 436 457 | 442 | 1.09
463 463 461 460 461 467 | 463 | 1.07

B R S

Table 21: Direct Attack on FlanT5-x1. Evaluating attack phrase TOPIC ABS OVE. TopicalChat. 6 candidates.

#Words‘ 1 2 3 4 5 6 ‘ avg ‘ T

None | 338 254 290 294 267 373 3.02 350

492 500 485 488 488 4.60 | 485 | 1.21
458 471 490 469 475 396 | 460 | 1.53
450 477 475 471 448 396 | 453 | 1.61
435 469 467 469 444 306 | 432 | 1.86

B R

Table 22: Direct Attack on FlanT5-x1. Evaluating attack phrase TOPIC ABS CNT. TopicalChat. 6 candidates.

#WOI‘dS‘ 1 2 3 4 5 6 ‘ avg ‘ T

None | 298 208 242 256 221 319|257 | 350

338 288 319 323 290 329 | 3.14 | 2.64
323 288 323 344 279 321 | 3.13 | 2.74
3.69 344 394 394 333 335 | 3.61 | 2.28
240 246 256 260 1.83 229 | 236 | 3.79

B R S

Table 23: Transfer Attack on GPT3.5. Evaluating attack phrase TOPIC ABS OVE. TopicalChat. 6 candidates.

#Words‘ 1 2 3 4 5 6 ‘ avg ‘ 7

None | 338 254 290 294 267 373 3.02 | 350

1 492 500 485 488 488 4.60 | 485 | 1.21
2 458 471 490 469 475 396 | 460 | 1.53
3 450 477 475 471 448 396 | 453 | 1.61
4 435 469 467 469 444 3.06 | 432 | 1.86

Table 24: Transfer Attack on GPT3.5. Evaluating attack phrase TOPIC ABS CNT. TopicalChat. 6 candidates.
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#Words‘ 1 2 3 4 5 6 ‘ avg ‘ T

None | 1.63 150 152 151 151 172 | 1.57 | 350

1.59 157 159 158 158 1.70 | 1.60 | 3.11
1.62 158 1.60 158 1.58 1.73 | 1.61 | 2.98
159 1.57 159 158 158 1.70 | 1.60 | 3.11
1.60 157 1.61 159 158 1.73 | 1.61 | 2.98

B R S

Table 25: Transfer Attack on Mistral-7B. Evaluating attack phrase TOPIC ABS OVE. TopicalChat. 6 candidates.

#Words‘ 1 2 3 4 5 6 ‘ avg ‘ T

None | 215 185 197 203 181 225|201 | 350

333 330 332 327 324 336 | 330 | 1.23
3.02 3.09 317 311 312 325 | 3.13 | 1.33
311 310 316 319 315 344 | 3.19 | 1.26
323 329 334 328 328 3119 | 327 | 1.22

B R S

Table 26: Transfer Attack on Mistral-7B. Evaluating attack phrase TOPIC ABS CNT. TopicalChat. 6 candidates.

#Words‘ 1 2 3 4 5 6 ‘ avg ‘ T

None | 233 227 231 229 227 246|232 | 350

257 266 265 264 267 256 | 262 | 1.57
328 346 348 347 348 302 | 337 | 1.04
336 347 349 346 348 3.15 | 340 | 1.03
3.03 313 315 312 312 297 | 3.09 | 1.09

B R S

Table 27: Transfer Attack on Llama-7B. Evaluating attack phrase TOPIC ABS OVE. TopicalChat. 6 candidates.

#Words‘ 1 2 3 4 5 6 ‘ avg ‘ T

None | 260 258 261 262 259 261 | 2.60 | 350

328 335 335 334 334 323 | 331 | 1.02
320 335 340 336 334 3.06 | 3.28 | 1.08
331 350 352 347 346 319 | 341 | 1.03
3.11 340 340 336 333 301 | 327 | 1.17

B R

Table 28: Transfer Attack on Llama-7B. Evaluating attack phrase TOPIC ABS CNT. TopicalChat. 6 candidates.

#words | 1 2 3 4 5 6 17 8§ 9 10 11 12 13 14 15 16 |ag| F

None ‘0.55 0.82 0.80 0.83 0.82 0.86 0.84 0.88 0.61 0.87 0.80 090 0.95 0.84 0.76 0.71‘0.80‘ 8.50

055 073 073 073 0.72 0.74 0.73 0.79 0.44 079 0.72 0.79 0.71 0.73 0.70 0.68 | 0.70 | 12.29
057 076 0.76 0.75 0.75 0.77 0.76 0.82 048 081 0.75 0.82 073 0.76 0.72 0.70 | 0.73 | 11.78
057 075 0.76 0.75 0.75 0.77 0.77 081 049 080 0.75 0.83 0.74 0.76 0.71 0.69 | 0.73 | 11.80
0.57 0.75 0.76 0.74 0.74 0.76 0.77 0.81 050 0.80 0.75 0.82 0.72 0.75 0.71 0.69 | 0.73 | 11.90

EESEOVE S

Table 29: Direct Attack on Unieval. Evaluating attack phrase SUMM UNI OVE. SummEval. 16 candidates.

#words | 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 |ag]| F

None ‘0.38 0.79 070 0.83 0.81 0.89 0.86 096 051 095 068 097 097 0.85 0.74 0.58‘0.78‘ 8.50

034 061 061 0.57 060 0.64 074 0.76 021 0.74 058 0.79 035 0.62 0.57 0.50 | 0.58 | 12.46
038 0.70 0.66 0.70 0.72 0.77 0.80 0.86 0.29 0.85 0.64 086 0.60 0.74 0.69 0.55|0.67 | 11.77
035 061 061 057 061 065 073 0.75 024 074 057 0.76 041 0.62 0.60 0.50 | 0.58 | 12.51
037 0.63 0.64 0.60 0.64 068 0.76 0.77 027 0.76 0.60 0.79 0.44 0.64 0.62 0.53 | 0.61 | 12.35

S WD =

Table 30: Direct Attack on Unieval. Evaluating attack phrase SUMM UNI COH. SummEval. 16 candidates.
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#words | 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 |avg|
None [0.73 093 094 093 092 094 094 091 058 091 094 095 094 093 086 0.90 |0.89 | 850
1 0.77 094 094 094 092 093 093 092 057 092 094 095 094 093 0.88 091 |0.90 | 8.93
2 077 094 095 094 092 094 091 092 055 092 095 095 094 094 088 092|090 |7.79
3 077 094 094 094 092 094 089 092 057 092 095 095 094 094 088 0091 |0.90 |8.27
4 0.77 093 094 093 091 093 090 092 0.58 092 094 095 094 093 088 0.91|0.89 |9.75

Table 31: Direct Attack on Unieval. Evaluating attack phrase SUMM

UNI CON. SummEval. 16 candidates.

#words | 1 2 3 4 5 6 17 8§ 9 10 11 12 13 14 15 16 |ag| F
None [0.55 075 076 074 072 074 072 077 074 076 077 079 093 074 067 064|074 | 8.50
1 045 055 057 053 053 054 053 059 040 057 058 0.60 071 055 0.51 053 ]0.55] 13.21
2 062 0.80 080 0.80 076 078 071 0.81 064 080 0.81 083 092 079 074 070|077 | 7.42
3 063 0.80 0.81 080 0.77 079 070 0.81 0.60 081 0.82 0.84 093 080 075 0.70 | 0.77 | 7.25
4 0.63 0.80 0.81 0.80 0.77 079 0.70 0.81 0.60 081 0.82 0.84 093 080 0.75 0.70 | 0.77 | 7.26

Table 32: Direct Attack on Unieval. Evaluating attack phrase SUMM UNI
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FLU. SummEval. 16 candidates.



