Uncertainty Propagation on LLM Agent

Qiwei Zhao'*, Dong Li**, Yanchi Liu®, Wei Cheng?, Yiyou Sun?,
Mika Oishi?, Takao Osaki*, Katsushi Matsuda*, Huaxiu Yao®, Chen Zhao?,
Haifeng Chen?, Xujiang Zhao?

'University of North Carolina at Chapel Hill, Baylor University,

SNEC Labs America, “NEC Corporation
giwei@cs.unc.edu, {dong_lil, chen_zhao}@baylor.edu,
chen_zhao@baylor.edu, xuzhao@nec-labs.com

Abstract

Large language models (LLMs) integrated
into multi-step agent systems enable complex
decision-making processes across various ap-
plications. However, their outputs often lack
reliability, making uncertainty estimation cru-
cial. Existing uncertainty estimation methods
primarily focus on final-step outputs, which fail
to account for cumulative uncertainty over the
multi-step decision-making process and the dy-
namic interactions between agents and their
environments. To address these limitations,
we propose SAUP (Situation Awareness Un-
certainty Propagation), a novel framework that
propagates uncertainty through each step of an
LLM-based agent’s reasoning process. SAUP
incorporates situational awareness by assigning
situational weights to each step’s uncertainty
during the propagation. Our method, compat-
ible with various one-step uncertainty estima-
tion techniques, provides a comprehensive and
accurate uncertainty measure. Extensive ex-
periments on benchmark datasets demonstrate
that SAUP significantly outperforms existing
state-of-the-art methods, achieving up to 20%
improvement in AUROC.

1 Introduction

Large language models (LLMs) (Minaee et al.,
2024) have demonstrated remarkable capabilities,
and when integrated into agent systems (Wang
et al., 2024), they enable complex decision-making
processes and broader applications. However,
while LLM-based agents are increasingly effective,
their outputs are not always reliable, which can lead
to significant issues, particularly in high-stakes en-
vironments such as healthcare or autonomous sys-
tems. This makes uncertainty estimation critical,
as it evaluates the reliability of an agent’s deci-
sions and outputs (Chang et al., 2024; Raiaan et al.,
2024). Understanding and quantifying uncertainty
is essential because it offers insight into potential
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system failures, providing a safeguard for sensi-
tive applications. Current methods for estimating
uncertainty in LLM-based agents remain limited.
For example, UALA (Han et al., 2024) proposes
a one-step uncertainty measurement to estimate
the uncertainty of the final step before the agent
provides an answer.

A key challenge is that uncertainty accumulates
over time in multi-step processes, rather than in
isolated actions, and is further exacerbated in dy-
namic environments where external factors are un-
controllable. These interactions can significantly
impact the system’s overall uncertainty. Therefore,
robust methods that account for various informa-
tion sources and interaction complexities are nec-
essary to accurately capture the uncertainty across
an agent’s entire decision-making process. As il-
lustrated in Figure 1, in sensitive contexts, solely
observing the final step’s uncertainty may lead to
overconfidence in the outcome, resulting in adverse
consequences and highlighting the importance of
considering intermediate uncertainties and the qual-
ity of interaction between the agent and its environ-
ment.

To estimate LL.M uncertainty, previous ap-
proaches focus mainly on the variance of the final
step’s output at the token, sentence, or semantic
level. Predictive entropy (Gal and Ghahramani,
2016; Gal et al., 2017), initially used in image data,
was extended to language models to predict un-
certainty in output tokens (Xiao and Wang, 2021).
While likelihood can also indicate uncertainty, (Ma-
linin and Gales, 2020) introduces Normalized En-
tropy, accounting for output length. (Kuhn et al.,
2023) proposes semantic entropy, incorporating
linguistic invariances within shared meanings. (Ka-
davath et al., 2022; Yin et al., 2023) explore self-
assessment by LLMs to estimate uncertainty. How-
ever, these methods, designed for traditional one-
step QA, do not directly apply to LLM agents.
They face two key issues: first, they only consider
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Question: | installed cameras outside my house and caught my neighbor
entering my garage. Can | use the footage in court to sue my neighbor?

A

Thought 1: | need to search for general information on surveillance laws to understand
whether recording someone on my private property is legal.

Action 1: search [surveillance laws]

Observation 1: ... Generally, homeowners can install cameras on their property for
security purposes. However, some laws restrict recording in areas where individuals
have a reasonable expectation of privacy, such as inside a neighbor’s home ...

|@|
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Thought 2: Security camera footage is often used in court, especially
when recorded legally. To confirm its admissibility, | need to check if there
are additional legal requirements, such as authentication or consent.

Action 2: search [security camera footage court admissibility requirements]

Observation 2: Courts generally accept security camera footage if it is relevant,
properly authenticated, and legally obtained. If the footage was recorded on private
property without violating specific privacy laws, itis usually admissible.

Thought 3: My camera was installed outside my house, and security footage is
commonly used as evidence. Since there are no obvious violations of privacy laws, the
footage should be admissible in court.

Action 3: Finish [Yes, the footage can be used in court] (\Wrong Answer)

Figure 1: The overall uncertainty of an agent based on
large language models (LLMs). In this example, al-
though the large model ultimately arrived at the exact
answer, the high uncertainty during the intermediate rea-
soning process caused it to fail to consider critical legal
factors such as privacy laws and rules on admissibility
of evidence, leading to an incorrect result.

the final step’s uncertainty, ignoring the accumula-
tion of uncertainty throughout the process; second,
they overlook the reasoning process of LLM agents,
which is critical in multi-step decision-making and
the agent’s interaction with its environment.

To address the challenges of uncertainty in multi-
step processes within complex environments, we
introduce SAUP (Situation-Awareness Uncertainty
Propagation). SAUP comprehensively estimates
uncertainty in LLM-based agents by propagating
uncertainty through the multi-step reasoning and
decision-making process. It builds upon frame-
works like ReACT (Yao et al., 2022), which inte-
grates LLMs’ reasoning into problem-solving by
decomposing tasks into thinking, acting, and ob-
serving steps. SAUP propagates uncertainties from
the initial stages to the final step and aggregates
them using a situation-weighting scheme, where
each step’s uncertainty is weighted based on the
agent’s situation, progress, and observation qual-
ity. Since directly measuring an agent’s situation
is challenging, we design effective surrogates that
are adaptable to various scenarios.

The primary contribution of this paper can be
summarized as follows: Firstly, We propose SAUP,
a simple yet effective pipeline for providing com-
prehensive situation-aware uncertainty estimation
in multi-step agents within complex environments.
Unlike existing single-step uncertainty estimation
methods, SAUP accounts for the agent’s situational
context throughout problem-solving, rather than
focusing solely on the final step. Secondly, To esti-
mate the agent’s unobservable situation, we intro-

duce surrogate methods, which excel in estimating
situational uncertainty and offer potential applica-
tions in related fields. Lastly, We evaluate SAUP
on benchmark datasets such as HotpotQA (Yang
et al., 2018), StrategyQA (Geva et al., 2021), and
MMLU (Hendrycks et al., 2020). SAUP outper-
forms state-of-the-art methods, achieving up to a
20% improvement in AUROC, demonstrating its
effectiveness.

2 Related Works

2.1 LLM-based Agent

The reasoning capabilities of LLMs have prompted
researchers to explore their use as the core of agent
reasoning. Nakano et al. (Nakano et al., 2021)
made an early attempt to employ LLMs as agents
with web search and information retrieval capa-
bilities, transitioning LLMs from passive tools to
proactive agents interacting with complex environ-
ments. Subsequent works (Wang et al., 2021; Chen
et al., 2021) explored LLMs in code generation for
software development. Yao et al. (Yao et al., 2022)
introduced the ReAct pipeline, utilizing LLMs for
decision-making where agents retrieve external in-
formation before making decisions. This frame-
work, mirroring human decision-making, became
foundational for decision-making agents, inspiring
improvements by Shinn et al. (Shinn et al., 2023)
and Renze et al. (Renze and Guven, 2024) through
self-reflection. Li et al. (Li et al., 2023) proposed
CAMEL, which expanded the framework to enable
communication between agents, fostering collabo-
ration. Similarly, AutoGen (Wu et al., 2023) allows
agents to converse and collaborate with customiz-
able interactions in natural language and code. To
further enhance decision-making, Qiao et al. (Qiao
et al., 2023) incorporated tool-based monitoring to
refine agent behaviors.

2.2 Uncertainty in Large Language Models

LLMs dominate numerous fields, including as
agents (Zhao et al., 2023; Xi et al., 2023), but
targeted uncertainty estimation methods for LLM-
based agents remain unexplored. Existing tech-
niques focus on one-step output uncertainty, orig-
inating from traditional language models, such as
methods to improve model calibration (Xiao and
Wang, 2019, 2021; Jiang et al., 2021). Token-level
uncertainty estimation in "white-box" LLMs (Ma-
linin and Gales, 2020; Fomicheva et al., 2020; Dar-
rin et al., 2022; Duan et al., 2024) has advanced,
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with Kuhn et al. (Kuhn et al., 2023) introducing
semantic equivalence into these calculations. Ad-
ditionally, self-estimation of uncertainty in both
"white-box" and "black-box" LLMs, accessed via
APIs, has been explored (Kadavath et al., 2022;
Yin et al., 2023; Chen et al., 2024). These methods
focus on one-step uncertainty estimation, which
can be integrated into the SAUP framework as the
backbone for uncertainty assessments.

3 SAUP: Situational Awareness
Uncertainty Propagation

We propose our pipeline, SAUP, with the goal of ac-
curately estimating the overall agent’s uncertainty
by comprehensively considering the uncertainty at
each step and the corresponding situational weights,
as described in Figure 3. In the following sections,
we delve into the details, elucidating how we ag-
gregate the uncertainty from each step and estimate
the corresponding situational weights.

3.1 Weighted Uncertainty Propagation

Uncertainty Propagation. As depicted in Figure
3, for each step i, the agent provides the think-
ing/action with the corresponding uncertainty Uj;
based on the previous state Z; 1 and the question
(). Considering only the uncertainty of the last
step as the overall uncertainty Ugger, is unreason-
able and not comprehensive. Instead, we should
comprehensively consider and propagate the uncer-
tainties of all steps. The simplest example is using
an arithmetic mean of the uncertainty across the
steps before the agent gives the final answer. For
robustness against outliers, accurate reflection of
central tendency, and consistency in proportional
changes, the geometric mean or Root Mean Square
(RMS) can be a better choice compared to the arith-
metic mean.

Situational Uncertainty Weights. Based on
the intuitive logic of information flow and exper-
imental observations, we have identified that the
contribution of uncertainty at different steps to the
overall agent uncertainty is not uniform. There-
fore, in addition to the uniform aggregation scheme
introduced earlier, it is essential to design a more
comprehensive weighting aggregation scheme for
overall uncertainty, tailored to the characteristics
of the agent.

During the process of obtaining the final answer,
the LL.M-based agent produces uncertainty. We
refer to the contribution of the current step’s uncer-

tainty to the overall uncertainty, due to the agent’s
situation, as the situational weights. Situational
weights are determined by factors, such as devi-
ations from the appropriate logical path and the
quality of interactions between the agent and the
environment, which influence the correctness of the
final answer. These situational weights are variable
during the agent’s problem-solving process and its
interaction with the environment. Assume that the
uncertainty at step ¢ is U; and the corresponding
situational weight is W;, the formula of weighted
uncertainty propagation is:

1 N
Usgent = | 37 2_ (Willi)?) e
=1

Here we choose the RMS as the propagation
method. In the practical application of SAUP, be-
sides the above linear term, we also utilize an extra
logical term for numerical stability. We designed
the SAUP formula based on the following consid-
erations. First, SAUP relies on a comprehensive
consideration of all steps of the agent based on
propagation. Second, by introducing situational
weights for the uncertainty of different steps, SAUP
allows for a more complete assessment of the im-
pact of specific steps on the overall uncertainty of
the agent. In the following section 3.2 and 3.3,
we will introduce the method for calculating the
uncertainty U; and the situational weight W; corre-
sponding to each step.

3.2 Single-Step Uncertainty Estimation

From equation 1, we can see that essentially, our
SAUP is compatible with all single-step uncertainty
estimation methods applicable to various scenarios,
including but not limited to the ones we mentioned.
SAUP is built upon these one-step methods.

In the practical implementation, we utilize the
normalized entropy (Malinin and Gales, 2020),
with some modifications to adapt it to the char-
acteristics of the React Agent pipeline. This choice
is based on the consideration that normalized en-
tropy has broad applicability. It can not only be
applied to open-source LLMs, such as LLAMA,
where complete logits of the output are accessi-
ble, but can also be utilized with LLMs that are
accessible only via API, such as the CHATGPT
series. In addition, it is computationally efficient
and demonstrates strong predictive performance
for single-step uncertainty estimation.
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Figure 2: Overview of our proposed SAUP. The general pipeline of LLM-based multi-step agents is represented by
black arrows, which typically involves three behaviors: thinking, action, and observation. The process of uncertainty
propagation is represented by red arrows. For each step in the agent, off-the-shelf methods are used to estimate
the uncertainty at that step, while also generating a global inquiry drift D, and a local inference gap D,. Together,
these two components form continuous states that feed into CHMM for situational weight prediction. They, along
with single-step uncertainty, jointly derive the agent’s overall uncertainty.

For step n and question (), we denote the agent’s
thinking as 7,,, and the corresponding action as
Aj,. The observation O,, is the information gained
from the environment through the action A4,,. Let
the LLM be denoted as Ly, and the trajectory of
the previous n — 1 steps as Z,,—1, where Z,_1 =
{(Al,Tl,Ol),...,(An,th,l,On,l)}. The
LLM will output the response of thinking 7, and
the action A,, together as:

(Tna An) = LG(Qa anl)- (2)

the step uncertainty U,, = Ul + Ug‘ is designed
as the combination of thinking uncertainty U, and
action uncertainty U/'. And here we consider Pre-
dictive entropy (Kadavath et al., 2022) with the
length normalization to estimate the thinking un-
certainty and action uncertainty as follows:

UF =H(R, | Q,Zn_1)

1
= ]ERn [W - 1Og ]P)(Rn | Q7 anl)}

Ry

1
=Eg, 1Rl > —logP(ai | Q, Zn-1,0a0, - ai-1)
nl o

(3
where U? is the LLM response uncertainty (either
UnT or UnA), a; 1s the token of R,,, R,, is the LLM
response (either 7, or A,,), H(-) is the entropy
function, and P represent the probability.

3.3 Agent Uncertainty Estimation

Assigning weights W; to each step’s uncertainty U;
in a multi-step reasoning process is crucial for accu-
rate overall uncertainty estimation. In LLM-based
agents, effective reasoning significantly influences

decision-making. However, these agents may ex-
hibit overconfidence, making it essential to evaluate
their situational state properly. Since the situational
state is not directly observable, surrogate measures
are used to approximate it. One idea is to assign
greater weight to steps closer to the final answer
or to measure deviation from an ideal trajectory.
While these approaches have merit, they do not
fully capture the agent’s true situational state.

To address this limitation, we introduce learning-
based surrogate models to capture agents’ latent
situational dynamics. Our proposed SAUP-HMMD
leverages Hidden Markov Models (HMMs) (Baum
and Petrie, 1966) to learn stepwise transitions
and adaptively weight observations. ~HMMs
are particularly suitable due to their (1) mini-
mal data requirements and (2) computational ef-
ficiency, making them ideal under data constraints.
While LSTMs (Hochreiter, 1997) and Transform-
ers (Vaswani, 2017) excel at modeling temporal
dependencies, they require significantly more data
and computation. Although our framework sup-
ports various sequence models, HMMs serve as the
baseline for small datasets. Section 4.3 provides a
detailed performance comparison.

As a probabilistic framework for modeling se-
quential patterns, HMMs operate by estimating
latent system states through observable evidence,
governed by regular state transition dynamics.
Formally, a HMM is parameterized by follow-
ing core components: (i) the hidden state space
S = {si1,...,sn} and observation space O =
{01, ...,0n}, (ii) transition matrix A = [a;;] en-
coding P(s;|s;), (iil) emission matrix B = [b;;]
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Question: Can drinking coffee help with weight loss?

Question: Can drinking water help improve concentration?

Question: What is the birthplace of the Senator.. first of 62 districts in the State Senate?

Thought / Action 1: Coffee contains caffeine, which is known to have effects on
metabolism. | need to find out whether caffeine influences weight loss (seazch).
Observation 1: Caffeine can slightly boost metabolism and increase fat oxidation,
Step Uncertainty: Low | Inquiry Drift: L.ow | Cumulative Uncertainty:

Thought / Action 2: Since caffeine affects metabolism, | should check if coffee itself
has additional properties that contribute to weight loss (search).

Observation 2: Some studies suggest that black coffee, ...

Step Uncertainty: Lo | Inquiry Drift: | ow | Cumulative Uncertainty:

Thought / Action 3: If coffee reduces appetite, | should check whether appetite
suppression is an effective long-term weight loss strategy (seazch).

Observation 3: Appetite suppression can lead to short-term weight loss, ... Many
appetite suppressants lose effectiveness over time.

Step Uncertainty: Lo | Inquiry Drift: | Cumulative Uncertainty:

Thought / Action 4: Since long-term weight loss requires a sustainable diet, | should
check if coffee is commonly used in weight loss programs (search).

Observation 4: Some commercial weight loss programs recommend coffee, ...
Uncertainty: | o | Inquiry Drift: High | Cumulative Uncertainty: High

Thought / Action 5: Since coffee is included in weight loss programs and can suppress
appetite, it must be an effective way to lose weight (Finish).

Answer: Yes, drinking coffee is an effective way to lose weight. (Wrong Answer)
Uncertainty: o | Inquiry Drift: Low | Cumulative Uncertainty: High

Thought / Action 1: Since the brain is largely composed of water, hydration might be
linked to cognitive function. | need to check if there is a GonREction between drinking
\Water‘and concentration (search).

Observation 1: Some studies suggest that dehydration can impair cognitive function,
including concentration and memory. However, the extent of this effect is stil debated
Uncertainty: o | Inference Gap: Low | Cumulative Uncertainty:

Thought / Action 2: Since dehydration can impair concentration, | should check iifigtiet
drinking water immediately improves focus (search)

Observation 2: Research indicates that drinking water can have short-term cognitive
benefits, especially in dehydrated individuals.

Uncertainty: o | Inference Gap: Low | Cumulative Uncertainty:

Thought / Action 3: If it can, | should check whether it has a significant impact on
attention levels Eompared o Ohermeihods (seaxch)

Observation 3: Studies show that caffeine has a more immediate and noticeable
impact on alertness and concentration compared to water. However, long-term hydration
is stil beneficial for cognitive performance.

Uncertainty: o | Inference Gap: High | Cumulative Uncertainty: High

Thought / Action 4: Since caffeine improves concentration more than water, Gfifking
water must not be liveWay to improve focus!(Finish).

Answer: No, drinking water does not improve concentration. (Wrong Answer)

Uncertainty: | ow | Inference Gap: | o | Cumulative Uncertainty: High

Action 1: Search for Senator who representsthe first of 62 districts in the StateSenate.
Observation 1: Could not find Senator whorepresents the first of 62 districts in theState
Senate. Similar: [United States Senate, ...

Uncertainty: o | Inference Gap:
Deviation degree of this step's logic:

| Inquiry Drift:
| Cumulative Uncertainty:

Action 3: Search for birthplace of a Senator.

Observation 3: Could not find SirJohn Wedderburn 5th Baronet of Blackness
Uncertainty: | o | Inference Gap: Low | Inquiry Drift:

Deviation degree of this step's logic: | Cumulative Uncertainty:
Action 4: search for Barack Obama,

Observation 4: Barack Hussein Obama (bornAugust 4, 1961) is an American
politicianwho served as the 44th president of theUnited States from 2009 to ..

Uncertainty: o | Inference Gap: High | Inquiry Drift:
Deviation degree of this step's logic: High | Cumulative Uncertainty: High

Action 6: Summar i ze the previous findings and conclude the answer.
Answer: Honolulu, Hawaii. (Wrong Answer)

Uncertainty: o | Inference Gap: Low | Inquiry Drift:
Deviation degree of this step's logic: High | Cumulative Uncertainty: High

(@)

(b)

(c)

Figure 3: Examples for (a) inquiry drift, (b) inference gap and (c) the hidden states of CHMM. (a) and (b) respectively
illustrate that even when the single-step uncertainty remains low throughout the process, excessively high inquiry
drift and inference gap in certain steps provide additional situational information that increases the uncertainty of
those steps. This, in turn, causes the LLM’s reasoning process to deviate from the correct direction, ultimately
leading to an incorrect result. (c) illustrates how the hidden states of CHMM, influenced by both inquiry drift and

inference gap, affect the agent’s logical behavior.

characterizing P(oy|s;), and (iv) prior distribution
7 = [m;] specifying initial state probabilities.

Extending HMMs to continuous observation
domains, Continuous HMMs (CHMMs) leverage
Gaussian Mixture Models (GMMs) to model emis-
sion probabilities within continuous feature spaces.
We adopt CHMM as the backbone model for
HMMD, where the hidden states are designed to
assess the alignment between the large language
model’s chain-of-thought reasoning and the origi-
nal problem context. Specifically, we define three
discrete hidden states: correct trajectory, moder-
ately deviated trajectory, and highly deviated tra-
jectory, capturing varying degrees of deviation in
the reasoning process. To systematically quantify
these deviations, we introduce two key distance
metrics:

¢ Inquiry Drift D, : Measures the semantic
shift between the original question and the
agent’s evolving thought-action-observation
trajectory, capturing the global deviation
across multiple reasoning steps.

* Inference Gap D, : Captures the local transi-
tion dynamics by quantifying the discrepancy
between a thought and observation process
within one step.

These two metrics comprehensively characterize
both long-term and short-term variations in the
agent’s decision trajectory, offering a structured
perspective on its situational awareness. To utilize
D, and D,, we adopt two approaches: (1) directly
computing plain distances using a ROBERTa (Liu,
2019) model fine-tuned on SQuAD v2 (Rajpurkar
etal., 2018), and (2) integrating the (D, D,) pairs

as observable variables into the CHMM framework,
leveraging its latent structure to infer the hidden
states, which in turn serve as situational weights.
This dual approach enhances the robustness of our
distance estimation by combining direct metric-
based evaluation with probabilistic inference. The
CHMM is trained via the Baum-Welch algorithm,
enabling a more structured assessment of reasoning
deviations.

The SAUP algorithm employs different surro-
gate configurations. We illustrate the SAUP using
distance as the surrogate in Algorithm 1. Initially,
uncertainty U, is computed for step n, along with
the corresponding distances D,,, and D, . This
is repeated for IV steps. Subsequently, based on
the surrogate choice, either plain or HMM-based,
the situational weights W,, are determined. Finally,
the uncertainties U and weights W are aggregated
to estimate the agent’s overall uncertainty U, geng.

4 Experiments

In this section, we evaluate the performance of
SAUP, aiming to answer the following questions:
Q1: Does SAUP outperform previous state-of-the-
art approaches for uncertainty estimation? Q2:
Given the comprehensive process of Uncertainty
Propagation, does SAUP provide more accurate un-
certainty estimation compared to single-step meth-
ods? Q3: Are the situational weights for specific
steps effective in improving overall uncertainty esti-
mation? Since obtaining precise situational weights
is impractical, we designed surrogates, including
distance-based and position-based methods. Are
these surrogates reliable for accurately assessing
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Algorithm 1 Situational Awareness Uncertainty
Propagation (SAUP)

Initialize the N-Step LLM-based Agent
Ly with the problem (@, and the Z, =

{(AlaTl) 01)7 (AQ)T27 02)5 ey (An)T’nv On)}

for step n in the problem solving process do
The Uncertainty for current step UF «
H(Rn ‘ Qa Zn—l)
D,, < Dis(Z,,Q)
D,, < Dis(Ap,Oy)
if using the CHMM as the surrogates then
Add the (D,,, + D,,,) into the D,
else
Using the Plain-Distance as the surrogates
Wy, < D, + Do,
end if
end for
if using the CHMM as the surrogates then
(Wi, Wa,...,Wn) < H(Dr) = H((Dg, +
Do), (Day + Do)
end if
The Uncertainty for the agent Upgent <
SAUP(Uy,Wh), (U2, Wa),...,(Un,Wn))
return Situational Awareness Agent Uncer-
tainty Uggent

the agent’s current situation?

4.1 Experimental Setup

LLM-based Agent Framework. Our experiments
focus on evaluating SAUP’s ability to improve
uncertainty estimation for multi-step LLM-based
agents. While various multi-step agents follow
different pipeline designs, they generally adhere
to the thinking-acting-observation workflow. We
chose the React (Yao et al., 2022) framework, a
widely-used agent model, for its alignment with
this workflow.

Backbone LLMs. We selected two categories
of LLMs for the React agents: the open-source
LLAMAS3 (Dubey et al., 2024) series (8B and 70B
models) with entropy access, and GPT-4o0 (Achiam
et al., 2023) (available via API), which restricts
internal information. This selection ensures broad
coverage of real-world scenarios.

Dataset and Task. We evaluated three challeng-
ing agent-based QA tasks. The first, HotpotQA
(Yang et al., 2018), focuses on multi-hop QA with
diverse free-form answers. We randomly sampled
2,000 questions from the development set, assessed

by both human evaluators and ChatGPT. The sec-
ond, MMLU (Hendrycks et al., 2020), involves
multiple-choice questions across diverse fields like
law and mathematics. Ten questions were sam-
pled per subtask from the test set. Lastly, Strat-
egyQA (Geva et al., 2021) requires implicit rea-
soning, evaluated with true/false questions from its
development set (229 questions).

Environment for External Information. LLM-
based agents often need external sources to solve
these tasks. For HotpotQA and StrategyQA, we
provided access to the Wikipedia API, which re-
trieves relevant entity-based information. For
MMLU, we used SerpAPI (SerpAPI, 2024) for
structured Google search results.

Baselines. We evaluated SAUP against sev-
eral uncertainty estimation methods. For entropy-
based approaches, we used predictive and seman-
tic entropy (Xiao and Wang, 2019; Kuhn et al.,
2023). Likelihood-based methods (Malinin and
Gales, 2020) included plain likelihood and nor-
malized entropy, the latter accounting for token
length. We also implemented P(True) (Kadavath
etal., 2022; Yin et al., 2023), which prompts agents
to self-assess their confidence.

Evaluation Metrics. @ We used AUROC
(Bradley, 1997) to measure the ability of uncer-
tainty methods to distinguish between correct and
incorrect responses. Higher AUROC values indi-
cate better differentiation, with a perfect score of
1 representing complete distinction and 0.5 repre-
senting random chance.

4.2 Superior Discriminative Performance of
SAUP

In this section, we compare various uncertainty
measurement methods in assessing whether an
LLM-based agent’s final response to QA questions
is correct or incorrect. The evaluation involves
the following steps: (1) The agent, using the Re-
ACT framework, answers the QA questions; (2)
Multiple versions of our SAUP method and other
baseline uncertainty estimation methods calculate
uncertainty scores for each response; (3) Responses
are classified as correct (0) or incorrect (1); (4) AU-
ROC is calculated based on classification accuracy
and uncertainty scores. Ideally, incorrect answers
should correspond to higher uncertainty scores.
We employed several state-of-the-art LLMs, in-
cluding {LLAMA3 8B, LLAMA3 70B, GPT40},
and conducted evaluations on challenging datasets,
namely {StrategyQA, MMLU, HotpotQA)}. Ta-
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Table 1: Results for SAUP. The best results and second best results are bold and underlined, respectively.

Method ‘

HotpotQA |

MMLU

StrategyQA

| LLAMA3 8B | LLAMA3 70B | GPT40 | LLAMA3 8B | LLAMA3 70B | GPT4-O | LLAMA3 8B | LLAMA3 70B | GPT4-O
Predictive Entropy 0.631 0.617 N.A. 0.531 0.585 N.A. 0.542 0.589 N.A.
Likelihood 0.653 0.622 0.764 0.550 0.592 0.610 0.525 0.591 0.641
Normalised Entropy | 0.664 0.635 0.772 0.555 0.579 0.607 0.554 0.557 0.710
P(True) 0.601 0.618 0.749 0.528 0.560 0.588 0.533 0.577 0.689
Semantic Entropy 0.702 0.669 N.A. 0.548 0.605 N.A. 0.599 0.610 N.A.
SAUP-Learned | 0771 | 0755 | 0778 | 0669 | 0638 | 0.626 | 0787 | 0783 | 0.809

Table 2: Results for SAUP with various Surrogates. The best results and second best results are bold and underlined,

respectively.
Method | HotpotQA | MMLU | StrategyQA
| LLAMA3 8B | LLAMA3 70B | GPT40 | LLAMA3 8B | LLAMA3 70B | GPT4-O | LLAMAS3 8B | LLAMA3 70B | GPT4-O
SAUP-P 0723 0.739 0.797 0.634 0.636 0.614 0.668 0.641 0.734
SAUP-D 0.762 0.726 0.773 0.660 0619 0.624 0.755 0.809 0.806
SAUP-PD 0.759 0.745 0.782 0.651 0.625 0.619 0732 0.756 0.785
SAUP-HMMD(Learned) | 0771 | 0755 | 0778 | 0.669 | 0638 | 0626 | 0787 | 078 | 0.809

ble 1 presents the results, demonstrating that our
SAUP method, consistently achieves higher AU-
ROC scores across all datasets compared to state-
of-the-art methods. These findings indicate that
SAUP offers superior performance in distinguish-
ing between correct and incorrect agent responses
based on uncertainty estimation, leading to impor-
tant conclusions.

Performance Comparison of Different Backbone S2S Models

—e— SAUP-HMM .
-#- SAUP-LSTM g
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Figure 4: The Performance Comparison of Learned-

based Surrogates with Various S2S Backbone Models

4.3 In-Depth Dissection of SAUP

Given the superiority of our proposed SAUP, we
further dissect its performance by addressing the
following questions. This analysis highlights the
advantages of SAUP in various aspects and offers
insights into its applicability and performance un-
der different conditions.

Q1: Is the uncertainty measurement of the in-
ternal steps beneficial for the overall uncertainty
measurement of the agent?

Yes, measuring uncertainty at each internal step
significantly contributes to a more accurate overall
uncertainty estimation. By considering intermedi-
ate uncertainties, we capture the cumulative effect
of uncertainty propagation throughout the interac-
tion process. As shown in Table 1, SAUP-based
methods consistently outperform traditional single-

step methods in AUROC scores across datasets and
models. The internal step uncertainties provide
meaningful information that, when aggregated, en-
hance the overall uncertainty measurement. Even
basic uncertainty propagation methods, such as al-
gorithmic averaging or root mean square (RMS),
used to aggregate the uncertainty across all steps,
have demonstrated significant improvements over
single-step baselines, as shown in Table 3.

Q2: What is the quality of the surrogates, and
how do they benefit the overall uncertainty mea-
surement?

High-quality surrogates ensure that situational
weights accurately reflect each step’s impact on
the overall uncertainty. We propose the Position
Surrogate (SAUP-P), which assigns greater weight
to steps closer to the final answer, and the Plain
Distance Surrogate (SAUP-D), which uses only the
plain distance. The Hybrid Surrogate (SAUP-PD)
combines both approaches with a factor for better
balance. As shown in Table 2 and Table 3, different
surrogates improve AUROC scores compared to
simple uncertainty propagation baselines, which
assign equal weights to all steps. In addition, the
HMMD-based (learned) surrogate outperforms oth-
ers by a clear margin, validating its effectiveness in
capturing the agent’s situational context.

03: Can SAUP demonstrate its superiority in
separating correct and incorrect results?

Yes, SAUP provides more discriminative uncer-
tainty scores, leading to higher AUROC values
across datasets and models, as evidenced in Ta-
ble 1. The step-by-step propagation of uncertainty
allows SAUP to capture the accumulation of uncer-
tainty throughout the reasoning process, enabling
better separation of correct and incorrect results.

In addition, we performed a visualization anal-
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Table 3: Results for Simple Uncertainty Propagation. The best results and second best results are bold and

underlined, respectively.

Method | HotpotQA | MMLU | StrategyQA
‘ LLAMAS3 8B ‘ LLAMA3 70B ‘ GPT40 ‘ LLAMA3 8B ‘ LLAMA3 70B ‘ GPT4-O ‘ LLAMAS3 8B ‘ LLAMA3 70B ‘ GPT4-O
Arithmetic Mean 0.695 0.676 0.781 0.621 0.596 0.609 0.576 0.611 0.711
Geometric Mean 0.713 0.714 0.785 0.614 0.591 0.610 0.601 0.627 0.714
RMS 0.717 0.728 0.782 0.624 0.615 0.612 0.584 0.629 0.723
SAUP-Learned | 0771 | 0755 | 0778 | 0669 | 0.638 | 0.626 | 0787 | 0783 | 0.809
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Figure 5: Visualization analysis of one-step methods (left), simple uncertainty propagation methods (middle) and
SAUP (right) on the StrategyQA dataset. Detailed explanations of this figure are provided in the Q3 of Section 4.3.

ysis on the StrategyQA dataset (Figure 5). The
X-axis represents the steps taken, and the Y-axis
shows normalized uncertainty values. Red points
indicate incorrect answers, and blue points indicate
correct answers. SAUP (right) shows the clearest
separation between correct and incorrect answers,
outperforming the one-step (left) and simple uncer-
tainty propagation methods (middle), highlighting
its advantage in uncertainty estimation.

04: Is the HMM reasonable, and how does its
performance change with different dataset sizes?
Why not use gradient-based models like RNNs or
Transformers?

Learned-based surrogates rely on manually an-
notated data. During training, we map data groups
D,, and D, to the agent’s situational context,
enabling SAUP to infer states in unseen scenar-
i0s. We use a Hidden Markov Model (HMM) in
the main experiment, but also explore LSTM and
Transformer models, analyzing their theoretical
and experimental advantages.

Theoretical Perspective: HMMs are efficient
and interpretable, ideal for limited data but weak
in modeling long-range dependencies. LSTMs cap-
ture temporal dependencies better but require more
data and resources. Transformers handle both local
and global dependencies effectively but are compu-
tationally expensive and data-intensive.

Experimental Comparison: On the Strate-
gyQA dataset, we evaluated HMM-based, LSTM-
based, and mini-size Transformer-based surrogates
varying training dataset sizes. Figure 4 shows that
HMMs perform well with smaller datasets, while
LSTMs and Transformers improve with more data.

However, Transformer-based surrogates require im-
practically large datasets for uncertainty measure-
ment tasks, making them less suitable.

HMMs are practical for uncertainty propagation
in LLM-based agents due to their simplicity and
efficiency, particularly with limited data. LSTMs
are viable alternatives when data and computational
resources are sufficient, while Transformers are
generally not feasible for most scenarios.

05: Does the question difficulty influence the
effectiveness of uncertainty propagation?

Yes, complex questions lead to longer, nuanced
decision-making, increasing uncertainty accumu-
lation. SAUP’s situational awareness framework
excels in such cases, effectively propagating uncer-
tainty at each step. As shown in Table 1, SAUP’s
advantage is most evident in more challenging
datasets like StrategyQA, with greater AUROC im-
provements.

5 Conclusion

In this paper, we propose Situational Awareness Un-
certainty Propagation (SAUP), a novel framework
for estimating uncertainty in LLM-based multi-
step agents. Unlike traditional methods focused
on single-step uncertainty, SAUP propagates uncer-
tainty across all reasoning steps while integrating
situational awareness. Experiments on challenging
datasets show that SAUP outperforms state-of-the-
art methods, achieving up to 20% improvements in
AUROC scores, demonstrating its effectiveness in
enhancing reliability for complex decision-making.
This research underscores the importance of multi-
step uncertainty estimation and situational aware-
ness in ensuring the trustworthy deployment of
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LLM-based agents.

6 Limitations

Despite the effectiveness of SAUP in improv-
ing uncertainty estimation for multi-step LLM-
based agents, several limitations remain. First, the
learning-based surrogate version of SAUP relies on
manually annotated datasets for situational weights,
which is time-consuming, costly, and may not gen-
eralize well to very complex scenarios—especially
when manual labels are still prone to errors. Ad-
ditionally, the complexity of diverse environments
could exacerbate the difficulty in ensuring accurate
situational labeling. Second, the SAUP framework
assumes that uncertainty at each step can be ac-
curately captured. Although this is beyond the
scope of our study, errors in single-step uncertainty
estimation can compromise the propagation of un-
certainty, thereby diminishing the benefits of the
SAUP framework. Future work should focus on
developing more robust situational weight estima-
tion methods that reduce dependence on manually
annotated datasets—potentially leveraging LLM-
generated labels—to enhance SAUP’s applicability
and reliability across diverse use cases.
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